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Safe Harbor Statement

During the course of this presentation, we may make forward-looking statements regarding future events or
the expected performance of the company. We caution you that such statements reflect our current
expectations and estimates based on factors currently known to us and that actual events or results could
differ materially. For important factors that may cause actual results to differ from those contained in our
forward-looking statements, please review our filings with the SEC.

The forward-looking statements made in this presentation are being made as of the time and date of its live
presentation. If reviewed after its live presentation, this presentation may not contain current or accurate
information. We do not assume any obligation to update any forward looking statements we may make. In
addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only and shall not be incorporated into any contract
or other commitment. Splunk undertakes no obligation either to develop the features or functionality
described or to include any such feature or functionality in a future release.

Splunk, Splunk>, Listen to Your Data, The Engine for Machine Data, Splunk Cloud, Splunk Light and SPL are trademarks and registered trademarks of Splunk Inc. in
the United States and other countries. All other brand names, product names, or trademarks belong to their respective owners. © 2017 Splunk Inc. All rights reserved.
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. Allook at traditional security operations
. Best practices and emerging trends

. The security ops technology stack
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. How to use Splunk solutions for an
Analytics-Driven SOC

5. Customer Successes
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4%

do not have an SOC. 5 1 %

Only 51% of organizations with a
SOC initiate an investigation within
one hour of a discovered incident
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Only 23% consider their SOC to

be tightly integrated with heads of
business to reqularly understand
business concerns

Source : EY Global Information Security Survey 2015
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of organizations claim not to have

had a significant incident
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Traditional Security
Operations
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MITRE

Jeff Bollinger,
Brandon Enright & Matthew Valites

Cogpaighted Material

Carson Zimmerman

Maturing Workday’s SOC With Splunk

Jordan Perks

Security Tools Manager, Workday
Ravi Shah

Tier Il SOC Analyst, Workday

Interested in learniny
more about security?

-

SANS Institute
InfoSec Reading Room

The Who, What, Where, When, Why and How of
Effective Threat Hunting

i a0 b SANS I Rt R st st s ot porated wihod exsrs e cerissn

e 3 paTock L porabaDs, & maet how BGoush Bt

emergad. P -
ariares wte 1ow om 33 Gt e mou S0 W

Copyright SANS Institute
Author Retains Full Rights

Recruiting and
Retaining

Franklin S. Reeder
Katrina Timlin

Asegonatthe
(SIS STRATEGIC TECHNOLOGIES PROGRAM

uides...

using robots to fight bad
guys

turning hubot into a dfir sidekick...

AcliveResponse.org

Re-Imagining Cyber Security

Jome The Dismond Model  Microsoft Theat Intelligen Reading Room

Building Threat Hunling
Strategies with the
Diamond Model

roLowus

LIRS

BY SERGIO CALTAGIRONE  ON OCTOBER 13. 2016 oot Por AR ROeTe

Hunting cyber threats (especially those never seen previously) is

splunk>

SOC Advisory Services

Improve Your Abilty 10 Manage Security Events.

‘Tne Splunk Securty Operations Centsr
(S0C) Advisary Services help you architect

© 2017 SPLUNK

Setting You Up for Success

The Spiunk SOC Security Adviscry Services gives
¥0U 1he guidance, expenence and training you need
10 improve and sustain your abillty 10 detect, control
and remediate breaches.

SOC Advisory Services

The SOC Advisory Services can be customized fo
meet your unique SCC requirements. Our seasaned
security consultants can help you architect your SOC
of mature your SOC deployment, so you streamiine
your operations and batter address the threats.
targeting your environment.

You can use the Spiunk SOC Advisary Services to
improve your abilty to prosctively identfy intrusions.
in your environment and coordinate a response 1o
mitigate a breach’s impact and pravent aftacks. Wen
Splunk, you can:

+ Realize the Full Value of Your Splunk
Investments: Buiding proficiency around
‘Splunk that will ensble your team to
stroaming and improve the operations of your

0C.

* Mature Your SOC Deployment: Providing
prescriptve knowledge that heips you
Implement best practices and take your SOC
1o the next level.

+ Improve Your Overall Securlty: Leveraging
‘advanced capabillies 10 help you maximize
the effectveness of your securiy te:
poicies and standards. Splunik's experts can
help you minimize your risks and accelerate
inckdent resolution o prevent attacks before
they can be exscuted

Splunk Professional Services deliver:

Expert Security Guidance. Assistng your i
house staft with cybersacurity experts who
have extensive knowledge on how 1o build
and optimize an eflective SOC.

+ Faster Program Development: Providing

‘actionable guidance to help you quickly
Gevelop and depioy an effective, successtul
security program.

+ Optimal Performance for Fast Threat

Response: Enabling your security
practtioners to investigate, respond and
remeciata threats as quickly a5 possibia

+ Better Vision Into Security: Helping you

‘achieve & single view 1o your securty
program, from poicies to architecture.

+ Tallored Content: Ensuring your secury

your secury team and processes.

artnher

How to Plan, D
SOC

Publishec 14

Anaiytsk

INC.
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Security Programs: The Big Picture

~C | 5=0

Scmnty_Oprnlonl

O Prennton ODetecin O Inesigatiens
« a2 Preecin * Log NanagementSIEN + Privagy Siekd + ebisconery
- Encrypie, PAL TIS + Concinaous Mositaring - €0 G0P « kenmsia
Gk ihe gt ey o/l cmd e @ el chom smcnnty e - Data Loss Prevention (OL2) « Neswori Security Menitaring O lecal Pty
UNDATIONAL - Email Security « Nedflow Anaysis motecion
nersia narais + Hetwrk Seuriy + Mvanced nayics -
e et ~ Fiewal 0SS, P Filering | Theeat Hantng i 03 ot Reviewt
- VPN, Secuity Gazevay « Peneiraien lesing z O Gustomer
o] [P - 005 Procectan - Rt Team £ :';"‘:"g':;:" Requremests
et eI, « hpplcation Securty « Vlnerabilty Scansing Mo O Lawuit Rk
- Threat Hodeling * Human Sesor
e - Design Review * Data Lows Prevessien (DLF)
o e o - Seare Coding = Secuity Operaions Center (50C)
= — - Satic Analysis * Threat Inteigence
e @_,:"_“,'_ B s B, - Web App Scanning. * Theeat Informatice Sharing
- Ealt s - WA, 5P « Indusiry Partensizs
eoae NI Aeiah iyt Seariy Dtegone
- Antivirus, Anti-maware * Incident Handing Plas
- HIDS/HIES, Fit * Sreach Preparation
- Agp Whilsting * Tabletop Eracies
« Secure Confipurations R e Kok
= * Acie Defense * Crs Naragement
. * Sreach Commuricaions

O sk Maragement Frameworks
O sk Asessment Methodslogy
O Busines Impact Analsis
O sk Assessment Process
00 sk Aralyss and Quantibation

O Reles and Responsiilies
OWorkforce Plarning
O hescarce Hanagemest
O Daua Classficaion

O Seauity Poicy

O Creating  Security Culture
O Seauity Traiing

« Avarenss Traiing
* Rale-Based Trining
O Metrics and Reporting
O Porsaliv Management
O Gange Management

O Bowrd Communicaions

O Businss Srategy
O dustry Reoviedge
O Business Acumen

Q) Stieholéer Kanagemest
CISO Mind Map

Q0 Business Contiuity Plasning

O Polices 2nd Procedures

O sk Treatment

« iigatien Pareing, Veifcasion
+ hemediasion, Cyter Insurance

S —
Security Operations Center (SOC)

Essential Functions O Busivss Case Development
O Project Management

O Gemmesications Plan O Employee Deveopment

sans.orglearricula/manage

O Provisining Derorisizing
O Singe Sign On (550}

O federted Sigle Sign On (150)

O Mlifactor huthentcation

O hol-Based Access Contol (RBAC)
O Manity Store (LA, AcieDiectry)

Leadership Skills

Virtualized security applances.
Polcy
Technology
LostStolen devices
8voD

Mobile Technologies

Mobile Apps Inventory

HR/ON Boarding/Termiation

1~| Business Enablement

Processes |

Busiess Partnerships
Business Continuity and Disaster Recovery
Understand industry trends (e.g. retai, financials, etc)

Eveluating Emergng
Technologies (e.g. SDN, Virtual Realty etc)

107 Frameworks
Devees
10T Communication Protocols
Device Auth and Integrity
Over the Air updates |
Track and Trace |e 101
Condiion Based Monitoring
Gustomer Experience

Smart Grid

10T Use cases

Smart Cities | Communities

Others

Data Analytics |

Virtual Reality

Crypto currencies/ Blockchain

Requirements
Design
Security Testing

Certification and Accredtation

Network Segmentation
Applcation protection
Defense-in-depth

Remote Access

Encryption Technologies
Backup/Replication/Multiple Stes
CloudHybridMultiple Cloud Vendors
Software Defned Networking

Natwork Function Virtualization

O finangal Plasning,

O Budgeting

O Innovaton

O Marketing

O Leading Change

O Customer Relasionships
O Team Buiking
O Mentaring

Project Delivery Lifecycle

Security Architecture

[13] https://www.sans.org/security-resources/posters/leadership/security-leadership-poster-135

[14] http://rafeeqgrehman.com/2016/10/07/announcing-ciso-mindmap-2016/

Last Update - October 7, 2016
Twitter: @rafeeq_rehman
Version 8

\|/

CISO Job @

Hies
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‘Application Development
Standards.

Secure Code

Traning and Review
Application

Vuinerabilty Testing
Change Control

|Fie Integrity Monitoring

Web Application
Frewall

Intogration to SOLC
and Project Delivery

Identity Management

Howe

ormation Securiy Poliy |

|-{Anti Matware, Anti-spam

Proxy/Content Fittering.

Patching

|-{oDos protection

Hardening guidelines |

|HDeskiop security

Encryption, SSL

PKI

Securky Health Checks

Credentialing
Account Creation/Deletions

Single Sgn On (S5, Smpifed sign on)
Repository (LDAP/Active Directory)
Federation

2-Factor Authentication

Identity Management

Role-Based Access Control
Ecommerce and Mobile Apps
Password resets/self-service

HR Process Itegration
Integrating cloud-based identties

10T device dentities

Strategy and business alignment
coso
cosiT

Risk Mgmt/Control Framewarks 150

e
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Virtualized security appliances

Security Programs: The Big Picture

© 2017 SPLUNK INC.

Application Development

Policy Standards.
Technol Secure Code
o Traning and Review
LostStolen devices | Mobile Technologies =
Business Enablement Application
8voD Vuinerabilty Testing

Mobile Apps Inventory
HR/ON Boarding/Termiation
Processes
Busiess Partnerships
Business Continuity and Disaster Recovery.

Understand industry trends (e.9. retail

Evel
Technologies (e.g. SON, Vit
10T Frameworks

Devees

{ies

{oLp

Change Control

Fie Integrity Monitoring |

Web Application
Frewall

| [integration to soLc

and Project Delivery

{identity Management

Information Security Policy

10T Communication protocols | { Anti Malware, Anti-spam

Devke Auth and integrity | {ProxylContent Filtering |

Over the Al updates Last Update - October 7, 2016 ek
Track and Trace lo 1or Twitter: @rafeeq_rehman
Version 8 { DDos Protection

| Gondition Based Monitoring
|

Hardening gutdeines
Customer Exparience f
10 Uk cases {Desktop securty
Smart orid { Encryption, SSL

Smart Cities | Communities Ki

L] Securty Health Checks

CISO Job @

Credortising
Account CreationDeletions
Single Sgn On (S50, Smplifid sign on)
Reposiory (LDAP/Active Diectory)
Federation
2-Factor Authentication

Kentity Mensgement Role-Based Access Control
Ecommerce and Mobie Apps
Password resetsfselt-servce
HR Process ntegration
Integrating cloud-based dentiies
107 device dentites

.............. Strategy and business alignment

_": * Igident Kanding Plan Cloud/MybridMultiple Cloud Vendors

he s coso
gl * Sneach Preparation Software Defned Networking coarr
— * Tabletop Exercises Network Function Virtualization Risk Mgmt/Control Frameworks 150
" 2 o
s feric
+ Crsis Nanagament
* * Breach Communications

O federted Sigle Sign On (150)
O Mlifactor huthentcation
O hol-Based Access Contol (RBAC)

S O seauity Policy i O Financial Pasning
CISO Mind Map ica Seurt % O Creating a Secuity Cultre dasi
ersn 10 O Seauity Traiing i (O ¥ission and Vision
: o -  Nease. Vg ication Sils | O¥alues and Colare
Security Operations Center (SOC) Y * Rele-Based Training t o e
Essential Functions D O Metrics and Reporting B Z D busies e
O Perslio Management 5 it Naapmest
O ange Hanapement 1 2 Qg
O Board Commurications

sans.orglearricula/management

[13] https://www.sans.org/security-resources/posters/leadership/security-leadership-poster-135
[14] http://rafeegrehman.com/2016/10/07/announcing-ciso-mindmap-2016/
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What do we see?
A Traditional Security Critical Path

Security Operations: part of the bigger picture...

Risk &
Compliance

Security Security

Operations )
¥ Architecture

Security
Engineering
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Types of Traditional SOCs...

Virtual SOC (VSOC)
Multifunction NOC/SOC
Command SOC
Co-Managed SOC

Crew SOC? (This one’s ours)

[1] https://lwww.gartner.com/doc/3479617

splunk>live!
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Traditional SOC

Alert Pipeline?

“A perception of the SOC as a
big alert pipeline is outdated
and does not allow the
organization to make use of
more active processes such
as internal Tl generation and
threat hunting.”

— [1] Anton Chuvakin
https://www.gartner.com/doc/3479617

splunk>live!
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Three Interrelated Components of Security

Process

Technology —— People

splunk>live!
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Bottom Line

d processes.
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Traditional SOC Challenges (1)

Efficacy

)
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Traditional SOC Challenges (2)

Staffing

\
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Challenges with the traditional SOC (3)

Remember this?

Risk &
Compliance

OSeCUtf.ity Security
erations ]
b Architecture

Security
Engineering
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Challenges with the traditional SOC (3)

Silo-ization
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Challenges with the traditional SOC (4)

COST

... and opportunity cost

n 484
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oL 7FFBAD J .,
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Trends In Security
Operations
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A SOC By Any Other Name...

Security Analytics Center
Cyber Fusion Center

Cyber Defense Center

Threat Defense Center
Detection and Response Team

splunk>live!



New Capabilities in the SOC

Alert Management er

Management

Incident Response
Toolchain engineering

Threat intelligence e
(consumption and creation) Operations

Threat hunting (S
Vulnerability management
Red team

© 2017 SPLUNK INC.

IR/ CSIRT

Toolchain
Engineering

Hunting Threat intel

splunk>live!



&

Security
Analyst

Responsible for
investigating alerts,
incidents and triage

SOC Persona

52 & &

SIEM Admin, Hunter, Incident SecOps / SOC
Tools Engineer Responder Manager / Director
Responsible for Proactively/reactively Responsible for SOC
the technology, hunts for threats. process, initiatives,
product, upgrades often budget

Details investigations,
determine scope of
incident, breach and
takes actions

© 2017 SPLUNK INC.

&

CISO / VP / Head
InfoSec

Head or Exec of
Info Security,
Security

splunk>live!



Managed Security Services are Common

Tier-1
Off hours
Toolchain ops

Outside Help With Specialties
* Reverse Engineering

* Forensics

* Advanced IR

* Red team

splunk>live!
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Automation in the SOC

» Seeking to “Automate Tier 1"

» What do you automate?
* Context gathering/enrichment — definitely
* Configuration changes — maybe

* Evidence collection — probably
» High premium on toolchain integration
» Security engineers are quickly becoming programmers

splunk>live!
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Improved Processes in the SOC

Naming The Rules

4002-EXP-Host with same recurring malware infection

inthe Ath ctaoe nf tho kill chain

Couwnt of Notable Events By Kill Chain Stage and Week Mumber

4-002 “4” Indicates it i
4-002 “002” Indicates if
“EXP” Indicates itisin t
Lastly, the name of the

When conversing abou
been very efficient

It has been a small effo

4002-EXP-Host wi

Contents [hide]
1 Rule Basics
2 Query
3 Throttling
4 Notable Event Details
5 Risk Modifier
6 Workfow/Testing
7 Links
8 Tuning History
9 Signatures

Rule State Rule Acceptance
1 Rule Basics

Rule Name 4002-EXP-Hos!

Kill Chain/Category REC

2016-231  2016-24  2016-2%  2006-26  2016-27 201628  2016-29  2016-30

waek_numbe

Average Time im Minutes To Acknowledge By Week Mumber and Urgency

Al Urgency

2016-24  2016-25

2016-26  2016-27  2016-28  2016-29
wak_nismbe:

t
WEA DEL-INS CAC DEX | MISC ACC END NET|IDT THR HEA

App SA-EndpointProtection
Indexes mcafee_epo
Data Feeds
Data Models Malware

https://conf.splunk.com/files/2016/slides/maturing-workdays-soc-with-splunk.pdf

Notable Metrics Continued

Count of Notable Events By Urgency and Week Number

M i
nig
W e
o
01624 2016-25 016-27  2016-28  2016-28  2016-30
we_number
Average Time in Minutes To Resolve By Week Number and Urgency
All Urgency
[
000 '
— writle E v — erit
== / =L
— medium d — medium
N g
s
/
] a0if2s 016-26 6-27 2016-28 9 201E-30
ah_numbs
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» Threat list + raw log feed = Noise
» Alert enriched by threat intel = Insight
» High maturity:

* Gather your own threat intel

* Share threat intel meaningfully

“Beware the threat
list wind tunnel”

— Splunk Customer

splunk>live!



Network (Meta)data

@ ol C:

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

=) @ @ Q <« > v IIEIE & =@ W Y M (e

yturing from ethl 2=

Filter: |.ip.addr == 192.168.1.6 v | Expression... Clear

MNa. Time Source Destination Protocol  Info -
19511 995.233558@@@ 192.168.1.6 8 8. 8 8 DNS Standard query A download34@ avast.com

19513 995.23363199@ 192.168.1.6 8 8 8. 8 DNS S‘tandard query A download349 avast.com

19514 995.248689000 8.8.8.8 192.168.1.6 DNS Standard query response A 82.192.95.92

19515 995.248710000 8.8.8.8 192.168.1.6 DNS Standard query response A 82.192.95.92

19516 995.260447000 192.168.1.6 82.192.95.92 TCP 55552 = http [FIN, ACK] 5eg=200 Ack=1154 Win=16368 Len=0

195208 995.312985000 82.192.95.92 192.168.1.6 TCP http = 55555 [SYN, ACK] Seg=0 Ack=1 Win=5840 Len=0 M55=1460 SACK_PERM=1 W5=128

19521 995.313009000 82.192.95.92 192.168.1.6 TCP http = 55555 [SYN, ACK] Seg=0 Ack=1 Win=5840 Len=0 M55=1460 SACK_PERM=1 W5=128

19522 995.314343@@@ 192.168.1.6 82 192 95.92 TCP 55555 = http [ACK] Seq—l Ack=1 Win= 1?52@ Len= @

.324651@@@

.325988@@@

.326263@@@

.3?5611@@@

.38@658@@@

.382891@@@

.505191000 92. ollo o .95. C 55555 :
.505232000 92. ollo .192.95. C 55555 > http
.308269000 o ollo .7.96. 55553 > mtgp

.308363000 192.168.1. 149.7.96.236 55553 > mtqp [SYN]

P Frame 9164: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)

P Ethernet II, Src: HonHaiPr 26:b5:30 (c@:cb:38:26:b5:38), Dst: Azurewav 43:90:de (80:15:af:43:90:de)

[* Internet Protocol Version 4, Src: 68.126.7.59 (68.126.7.59), Dst: 192.168.1.6 (192.168.1.6)

P Transmission Control Protocol, Src Port: 19207 (19207), Dst Port: 55480 (55400), Seq: 1, Ack: 1, Len: 23

0000 00 15 af 43 90 de cO cb 38 26 b5 30 08 00 45 08 . Cl... B&.B.LE.
0010 08 3f 57 57 40 00 ef 06 26 fa 44 7e 07 3b cO a8 LW, .. &D~. ;..
0020 01 06 4b 07 d8 68 00 BB 0O 60 Of 49 3f 88 50 14 Kocheo L I7LP.
0030 60 A8 5a fo 00 A0 47 6f 20 61 77 61 79 2c 20 77 ..Z...Go away, w
0040 65 27 72 65 20 6e 6f 74 20 68 6f 6d 65 e're not home

@ ethl: <live capture in progress=> File:' Packets: 19552 Displayed: 5155 Marked: 0 Profile: Default

splunk>live!



Network (Meta)data

Succinct
5-tuple + traffic size
Easily searchable!

Tuneable
Adaptive fidelity
Additional context
Payload elements

<

Succinct

5-tuple + traffic size
Easy=~ to analyze
Cost effective

No payload

© 2017 SPLUNK INC.

Voluminous
Ground truth
Ultimate context
Full payload
Lots of storage /

splunk>live!



Threat Hunting — Where Does it Fit?

Threat hunting Is what happens just past the horizon of
automated detection capabilities. What you learn while
hunting should extend that horizon.

splunk>live!
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The Security
Operations Toolchain

splunk>live!



Log Data Platform

Single source of truth
Retention and integrity
Any data source

Easy correlation
Automation / integration
Performant and scalable
Full fidelity

Normalized?

Hunting

Forensic investigation
Alerting

Dashboards
Visualization
Analytics (ML?)

splunk>live!
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Data Normalization is Mandatory for your SOC

“The organization consuming the data
must develop and consistently use a
standard format for log normalization.”

— Jeff Bollinger et. al., Cisco CSIRT | |

Your fields don’t match?
Good luck creating
Investigative queries.

Brandon Enright & Matthew Valites
Cogrighted Material

splunk>live!




Asset Inventory and Identity Data

Often multiple sources of record — that's OK
* CMDB, Vuln scans, Passive detection, DHCP, NAC
* Active directory, LDAP, IAM

Network diagrams

Categorization
* PCI, ICS, Administrative, Default

Comprehensive yet lightweight and easy to maintain
Must be easy to correlate to log data

splunk>live!
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. Ticketing system
. Workflow

. Supports prioritization

Case and
Investigation

. Supports collaborative investigation
Management PP ’

. Provides metrics

. Supports automation

~N~ OO o B~ WO DN

. Auditable

splunk>live!



Common SOC

Data Sources

N

a »> W

o

© 2017 SPLUNK INC.

. Assets and ldentities /. Endpoint
Threat intel 8. IDS/IPS
Firewall 9. VPN
Network metadata 10.Application
Authentication 11.Vulnerability

Server (Windows / Linux)

splunk>live!
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Splunk for
Analytics-Driven SOC

splunk>live!
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1. Threat Intelligence — ES Threat Intel Framework

Automatically collect,
aggregate and de-duplicate
threat feeds from a broad
set of sources

Support for STIX/TAXII,
OpenlOC, Facebook

Build your own data to
create your own Threat Intel

Out of the box Activity and
Artifact dashboards

ISAC
Feeds
Law Enforcement
Feeds

Agency Feed

Open-Source
Feed
Community Feed

Other Enrichment
Services

Determine impact
on network, assets

Use for analysis / IR

Collect / provide
forensics

Use to hunt /
uncover / link events

Share info with
partners

splunk>live!
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Threat Intelligence Framework
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Data Management Threat Activity Correlation Data / Data Search
Notable Events
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F7
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2. Use Advanced Analytics — Native ML and UBA

Simplify detection and focus on real alerts
Accelerate anomaly and threat detection — minimize attacks and insider threat
Use machine learning toolkit - solutions to suit your workflow

Premium machine learning solution - User Behavior Analytics
* Flexible workflows for SOC Manager, SOC analyst and Hunter/Investigator within SIEM

UEBA Anomalies Asset Investigator
Last 24 hours ~ m

# Edit
UEBA NOTABLES UEBA ANOMALY ACTORS UEBA ANOMALY SIGNATURES UEBA ANOMALIES (PT)
Total Count Distinet Count t Per Threat

Distinct Count

11.7 854.2 372 182..2

Anomalies Over Time

no results

Search retumed
g t

no results

Search retumed
/\/ L. 0 Il
12:00 AM
Wed Feb 10

view: 14.Th

00:00:00
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Advanced Analytics and Machine Learning

4K workflow JPp
Alert driven pl u n k

= S l detection
3 IiI‘L‘."IiZ:Z — ‘Iiﬁi‘,ZZJLZZiZiZZZ”"""Z‘T‘ -UBA_based Entlty N . N 5
Statistical Analysis Sl Al Resolution 5 7 99K eaTk ¢
) O 5 e
' ((&) DIY UBA-based Threat_s Machme Learlng+Data Science
Machine Learning | Machine Learning Anomalies
(Threat/Anomalies) UBA-based UBA-based
Machine Learning ML + DS
T 11900 UL 000 (Threat/Anomalies) | (Custom Threats)
111011111011101111201010
Packaged

010001000001111011111011

lI Containers
| —
On-Premises . . Servlces i {6:

eeeeee Secrity @ Location tr

O] S
@ - Networks O, s D I Y
6 </ Applications
" essag (2 Statistical Analysis

splunk
splunk>live!

Storage
Private Cloud %J
D Energy Meters
e =5 -
I

Online
Shopping Cart .\
Intrusion
Web Prevention
Q Clickstreams

Public
Cloud
Smartphones
and Devices

Call Detail ~ Databases
Records
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3. Automate When Feasible

Use rules to automate routine Splunk Adaptive Response

aspects of detection and investigation &

é Network

Extract insights from existing security =

Web Proxy Threat

stack by use of common interface

Take actions with confidence for
faster decisions and response

Automate any process along the

continuous monitoring, response and [

analytics CyCIe Interg:cI:Lll\lr?tt}\;vork Endpoints
Co9

Identity and
Access

= ]

WAF & App Orchestration
Security

splunk>live!
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Adaptive Response:
Analytics-Driven Decisions, Automation

» Centrally automate retrieval, sharing and response
action resulting in improved detection, investigation
and remediation times

» Improve operational efficiency using workflow-
based context with automated and human-assisted
decisions

» Extract new insight by leveraging context, sharing
data and taking actions between Enterprise Security
and Adaptive Response partners

splunk>live!




© 2017 SPLUNK INC.

4. Proactively Hunt and Investigate - Considerations

Security relevant data, historical, raw data

Flexibility and ad hoc

» QOrganizational maturity -
» Domain and product experience >
» Tools: Network, Endpoint, Threat Intel, Access

Q Attacker hacks website Remote control, ﬂ
: : Steals .pdf files . Steal data,
Threat intelligence P #xh Web S e
= Portal o
E Rent as botnet
% - 5
Attacker creates

Network
Activity/Security malware, embed in .pdf,
HTTP (web) session to

Emails to command & control
server

the target

Host
Activity/Security

QA0
2
LS

Calc.exe Svchost.exe

Auth - User Roles

splunk>live!
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How Splunk Helps You Drive Threat Hunting Maturity

Integrated & out of the box automation tooling from artifact Data Science
query, contextual “swim-lane analysis”, anomaly & time series and Machine
analysis to advanced data science leveraging machine learning Learning

Enrich data with context and threat-intel across the stack or Automated
time to discern deeper patterns or relationships Analytics

>
T - Visualisation =
Search and correlate data while visually fusing results for faster o
context, analysis and insight )
|_
Data and <
Intelligence >

Enrichment

Enable fast ingestion of any machine data through efficient
indexing, a big data real time architecture and ‘schema on the

splunk

Data Search

Hypotheses

splunk>live!




5. Adopt an Adaptive Security Architecture

To Prevent, Detect, Respond and Predict — need:

» Correlation across all security relevant data
» Insights from existing security architectures
» Advanced analytics technigues such as machine learning

@ Splunk Enterprise & ﬂ Splunk User Behavior
Security™ <%/ Analytics™

i servicenow - g\

\/ Symantec. amazon L
y ke pware N etApp webservices
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Insight From Across Ecosystem
Effectively leverage security infrastructure to gain a holistic view

afra]n.
CISCO.

paloalto {&)DomainTools

-+ Recorded Future
FEERTINET

E%. NEWOIK proofpoint.

+ g Web Proxy Threat
@ Symantec. %RF Firewall Intelligence \
S

CROWDSTRIKE

ANOMALI

QUALYS O_E

WAF & App Orchestration
Security

=S THREATCONECT"

¢ ¥CloudLock ‘p Phantom
Cloud Security Fabric

D' ACALVI®O
OpenDNS Internal Network Endpoints
Security 00 CARBON
C=AD BLACK
Identity and
'/'\\/ Access
ForeScout’ @ TANIUM'

¢

CYBERARK
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Splunk Analytics-Driven SIEM

MONITOR DETECT ANALYZE RESPONSE
FUNCTIONS REPORT ALERT INVESTIGATE  COLLABORATE

. . SIEM
: : Analysis Enterprise- _
Splunk Enterprise Fi/rizvngf;?%d CO:L?éast'on investigation wide Security ops management
Security™ rules thresholds & context coordination alert & incident management,
enrichment & response policy based rules, out-of-box
security rules & analysis
Eq r:a _— DATA PLATFORM
;:> @ : Collect, Index data for search
splunk>enterprise \ and analysis, visualization.

Collect Store Ad hoc Analyze Dynamic ad hoc and statistical
Search analysis

splunk>live!
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Splunk Enterprise Security

A collection of Frameworks

Splunk Enterprise
Security™

BLE

NT

A“SD?EIIE\'-I:I-'IA-\I_I\YID NOTA THREAT RISK ADAPTIVE
CORRELATION EVE INTELLIGENCE ANALYSIS RESPONSE

Splunk Platform for Operational Intelligence

splunk>live!
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Splunk Enterprise Security: Frameworks

Framework Detall

Notable Events Identify noteworthy incidents from events and then manage state

Asset & Identity performs asset and identity correlation for fields that might be
present in an event

Threat Intelligence Consume and manage threat feeds, data

Risk Analysis |dentify actions that raise the risk profile of individuals or assets

Adaptive Response Interface for retrieving, sending and running actions by integrating

with external applications

splunk>live!
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Splunk Solutions Portfolio

Across Data Sources, Use Cases & Consumption Models

Splunk Premium Splunk IT Service Splunk Enterprise
Solutions Intelligence™ Security™
Rich Ecosystem of I\J NET SETVICETION A

Apps & Add-Ons ¥/ Symantec. o] amazon OO

CISCO ke pwdre N etApp webservices

Splunk User Behavior
5 ﬂ
"* / Analytics™

splunk>enterprise

Splunk> Platform for Operational Intelligence

N
Syslog/ ) o_ loT Network Es' Relational e= | Mainframe
Forwarders —_J TCP Hstailie </ Devices Wire Data REEp Databases g Data
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Splunk Quick Start for SIEM

Rapidly Determine Advanced Malware and Threat Activity

Complete with a Splunk license, selection of Splunk Apps and Add-Ons, professional services, education credits, and user conference passes—

this Quick Start is your one-stop shop for Operational Intelligence.

.conf
Splunk Enterprise Splunk Enterprise Splunk Apps Expert Free Event
Bundle Size License Security License and Add-Ons Guidance Education Passes
Medium 50 GB/day 50 GB/day J 15 Days 20 Credits 1
Large 100 GB/day 100 GB/day J 15 Days 20 Credits 2

Malware Center Dashboard Threat Activity Dashboard

splunk>live!
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Customer
Success
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TECHNOLOGY

Building an In@igence Driven
SOC

Challenges
»  Existing SIEM not adequate - struggled to bring in appropriate data
» Unable to perform advanced investigations, severe scale/performance issues

»  Looking to build a new SOC with modern solution

Customer Solution
»  Centralized logging of all required machine data at scale and full visibility

» Retain all relevant data from 10+ data sources which is used by 25+ SOC/CSIRT
users

» Tailored advanced correlation searches & IR workflow
»  Faster and deeper incident investigations
»  Greater SOC efficiencies - all SOC/CSIRT working off same Ul/data

»  Executive dashboards to measure and manage risk -
PEe ; et splunkslive!
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PUBLIC SECTOR

Citywide SOC for Situational
Awareness

Challenges

»  Slow responses to security incidents

» Inadequate situational awareness of security events
» Limited threat intelligence

» Disparate logs from over 40 departments were difficult to aggregate

Customer Solution: Splunk Cloud with Enterprise Security
» Real-time, citywide, 24/7 network surveillance

Stronger protection of digital assets and infrastructure

\4

Shared threat intelligence with federal agencies

\4

\4

Reduced headcount and lower operational costs

splunk>live!
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TECHNOLOGY

Maturing SOC

Workdoy@_ Challenges
» Legacy SIEM: Unstable, Inflexible, Clunky

» Limited skilled resources

» High false negative and false positive

%fﬂ - Customer Solution: Splunk Cloud With Enterprise Security
» Developed processes: Rule set, naming
» SOC process: Playbook, training, automated documentation

» Enabled SOC to identify patterns of behavior in a single event
rather than be bombarded by thousands of low-value incidents

splunk>live!
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TELECOM

Build an Insour@ SOC In Months

Challenges

>

>

Wide range of security requirements

* Internal audits (financial, PCI)

* Protect internal info and assets

* Cloud firewall, DDOS

Cultural and Organizational

* Security not a priority, Outsourced SecOps

* Information hoarding and data silos

Customer Solution: Splunk Enterprise Security

>

>

Changed culture - security first mindset with controls

Detect, prevent and respond to attacks in own environment, with 24/7 security
analysis of customers

Rapid detection and deep investigation

Detect Web App attacks, discover compromised cards
splunk>live!
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Wrapping up

splunk>live!



Get started in minutes — splunk.com

FREE SOFTWARE RREE

FREE CLOUD TRIAL DOWNLOAD ENTERPRISE SECURITY

SANDBOX
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Workshops: Get Splunk Hands-on Experience
Attend a Splunk Workshop

splunk.com/workshops

May 23: San Francisco

» Venue: Sheraton
Fisherman's Wharf

splunk> PRODUCTS SOLUTIONS CLOUD CUSTOMERS PARTNERS

Buy
-~
RN
4V ’
o

Splunk Worksho_\

Expand your knowledge of Splunk software and enhancemehnical } lls

A

»  Time: 8:30am

» Reqister Soon!

* splunk.com/workshops

May 25: Sacramento

, » Venue: Hyatt Regency
Event Locations Sacramento
SIGN UP oue Locaion »  Time: 8:30am
Kansas City, MO April 11, 2017 The Westin Kansas City at Crown Center Register now

» Register Now!

T O D AY I St. Louis, MO April 13, 2017 Sheraton Westport Plaza Hotel Register now
. * splunk.com/workshops

San Diego, CA April 18, 2017 Hyatt Regency La Jolla at Aventine Register now

. -
Atlanta, GA April 19, 2017 Cobb Galleria Centre Register now Spl u n k > I Ive!

Raltimara MDD Mav ? 2017 Hilton Raldimare Ranictar ney W



https://www.splunk.com/en_us/about-us/events/workshops.html
https://www.splunk.com/en_us/about-us/events/workshops.html
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.conf2017
The 8" Annual Splunk Conference

SEPT 25-28, 2017

Walter E. Washington Convention Center
Washington, D.C.

SAVE OVER $450

You will receive an emall after registration
opens with a link to save over $450 on the
full conference rate.

You'll have 30 days to take advantage of
this special promotional rate!

o e - conf.splunk.com

— s splunk>live!
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Take the Survey on Pony Poll

+ ponypoll.com/slsf

ﬂﬂ[[ﬂ Complete the survey for

your chance to win a
""\/\o .conf2017 pass

“tion=vie
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action=purchasaid
1.1" 288 2423 “http
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Resources Cited (1)

1. How to Plan, Design, Operate and Evolve a SOC
* https://www.garther.com/doc/3479617

2. Crafting the InfoSec Playbook
* https://www.amazon.com/Crafting-InfoSec-Playbook-Security-Monitoring/dp/1491949406
3. Splunk SOC Advisory Services

e https://www.splunk.com/pdfs/professional-services/soc-advisory-services.pdf

4. Ten Strategies of a World-Class Cybersecurity Operations Center
* https://www.mitre.org/sites/default/files/publications/pr-13-1028-mitre-10-strateqies-cyber-ops-center.pdf
5. Maturing Workday’s SOC with Splunk

* https://conf.splunk.com/files/2016/slides/maturing-workdays-soc-with-splunk.pdf

6. The Five Characteristics of an Intelligence Driven Security Operations Center
* https://www.gartner.com/doc/3160820/characteristics-intelligencedriven-security-operations-center
v 1. The Who, What, Where, When, Why and How of Effective Threat Hunting

. ® https://WWW.sans.orq/readinq-room/whitepapers/analvst/who-what-where-when-effective-threat-huntinq-36785
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https://www.mitre.org/sites/default/files/publications/pr-13-1028-mitre-10-strategies-cyber-ops-center.pdf
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https://www.gartner.com/doc/3160820/characteristics-intelligencedriven-security-operations-center
https://www.sans.org/reading-room/whitepapers/analyst/who-what-where-when-effective-threat-hunting-36785

© 2017 SPLUNK INC.

Resources Cited (2)

8. Exploring the Frameworks of Splunk Enterprise Security

* https://conf.splunk.com/files/2016/slides/exploring-the-frameworks-of-splunk-enterprise-security.pdf

9. Recruiting and Retaining Cybersecurity Ninjas

* https://www.csis.org/analysis/recruiting-and-retaining-cybersecurity-ninjas

10. Building Threat Hunting Strategies with the Diamond Model

* http://www.activeresponse.org/building-threat-hunting-strategy-with-the-diamond-model/
11. Using Robots to Fight Bad Guys

* https://sroberts.qithub.io/2014/05/14/using-robots-to-fight-bad-quys/
12. Building a SOC with Splunk

* https://www.splunk.com/pdfs/technical-briefs/building-a-soc-with-splunk-tech-brief.pdf
13. SANS Security Leadership Poster

* https://www.sans.org/security-resources/posters/leadership/security-leadership-poster-135
v 14.2016 CISO MindMap — What do InfoSec Professionals Do?

., ® http://rafeeqrehman.com/2016/10/07/announcinq-ciso-mindmap-2016/
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