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Configuration Application Continuous Security and

Orchestration Provisioning

Management Deployment Delivery Compliance
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Firewalls Load Balancers Applications Containers Clouds

Servers Infrastructure Storage Network Devices And more...
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From development...
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PLAYBOOK iy ANSIBLE

name: install and start apache
hosts: web

become: yes

vars:

http port: 80

tasks:
- name: httpd package is present
yum:
name: httpd
state: latest

name: latest index.html file is present
copy:

src: files/index.html

dest: /var/www/html/

name: httpd is started
service:
name: httpd

state: started
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Azure
CenturyLink
CloudScale
Digital Ocean
Docker
Google
Linode
OpenStack
Rackspace

And more...

VIRT AND

CONTAINER

Docker
VMware
RHEV
OpenStack
OpenShift
Atomic
CloudsStack

And more...

WINDOWS

ACLs
Files
Commands
Packages
IS
Regedits
Shell
Shares
Services
Configs
Users
Domains

And more...

NETWORK

Arista

A10
Cumulus
Big Switch
Cisco
Cumulus
Dell

F5
Juniper
Palo Alto
OpenSwitch

And more...
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NOTIFY

HipChat
IRC

Jabber
Email
RocketChat
Sendgrid
Slack
Twilio

And more...
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@ Documentation

ANSIBLE

Module Index

All Modules

Cloud Modules
Clustering Modules
Commands Modules
Crypto Modules
Database Modules
Files Modules
Identity Modules
Inventery Modules
Messaging Modules
Monitoring Modules
Network Modules
Notification Modules

Packaging Modules

ANSIBLEFEST  PRODUCTS Y WEBINARS & TRAINING ~ BLOG

Docs »Module Index

Database Modules
Module Index

AllNociles Influxdb

Cloud Modules
Clustering Modules

« Commands Modules * influxdb_database - Manage InfluxDB databz
« CryptoModules . . .

+ Database Modules « influxdb_retention_policy - Manage InfluxDB
« Files Modules

Identity Modules

Inventory Modules 3

Messaging Modules Mlsc

Monitoring Modules

Network Modules . . .
Notification Modules » elasticsearch_plugin - Manage Elasticsear

Packaging Modules « kibana_plugin - Manage Kibana plugins

Remote Management Modules
Seurce Control Modules * redis - Various redis commands, sla)
Storage Modules

System Modules

Utilities Modules

Web Infrastructure Modules
Windows Modules

Q Search this site
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http://docs.ansible.com/

PLAYBOOK EXAMPLES ANSIBLE

LAMP + HAPROXY + NAGIOS
github.com/ansible/ansible-examples/tree/master/lamp _haproxy

WINDOWS
github.com/ansible/ansible-examples/tree/master/windows

SECURITY COMPLIANCE
github.com/ansible/ansible-lockdown

NETWORK
github.com/privateip/network-demo

MORE...
galaxy.ansible.com

github.com/ansible/ansible-examples
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ANSIBLE
e TOWER
by Red Hat®

TOWER EMPOWERS TEAMS TO AUTOMATE

CONTROL KNOWLEDGE DELEGATION
SIMPLE POWERFUL AGENTLESS

AT ANSIBLE'S CORE IS AN OPEN-SOURCE AUTOMATION ENGINE
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ROLE-BASED
ANSIBLE ACCESS CONTROL & VISIBI

TOWER
SIMPLE USER INTERFACE

KNOWLEDGE

ANSIBLE CLI & CI SYSTEMS

LITY

TOWER API

SCHEDULED &
CENTRALIZED JOBS

USERS v

OPEN SOURCE MODULE LIBRARY

1
1
: PLUGINS I PYTHON CODEBASE
1
I TRANSPORT
1
: SSH, WINRM, ETC.
1
1
1 INFRASTRUCTURE NETWORKS CONTAINERS CLOUD SERVICES
1 AUTOMATE
| YOUR LINUX, ARISTA, E)?CCKER. AWS, DATABASES,
1 WINDOWS, cisco, GOOGLE CLOUD, LOGGING,
: ENTERPRISE UNIX ... JUNIPER ... AZURE ... SOURCE CONTROL
X MANAGEMENT...
1
1
1
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| @ | | & |
USE @ !
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CASES . 1 11
PROVISIONING CONFIGURATION APP CONTINUOUS SECURITY & ORCHESTRATION
MANAGEMENT DEPLOYMENT DELIVERY COMPLIANCE
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MANAGED HOSTS

Client accessing Ansible Tower
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ANSIBLE TOWER

JOB STATUS UPDATE

H 5 NOC(Notifiaction Of Chnage) Ja %
HEMLERIR, #x Ansible BREEHIAE—
BR(7

DETAILS
STATUS
STAS

FINISHED
TEMPLATE
JOBTYPE
LAUNCHED BY
INVENTORY
PROJECT
REVISION
PLAYBOOK
CREDENTIAL
umIr

VERBOSITY

£
® Successful
:00:07 AM
1:00:12 AM
Update License server
Playbook Run
User

License Server
@ License

00000000

store.ym|

License Server Deployment
Store

Update License Server

EXTRA VARIABLES @

expire_time: 1453164676
vmware_host: cent7issue

LABELS ¥

ANSIBLE

TASK: [ansiblelicense | check ssh connection to github)
ok: [74.207.226.226]

PLAY RECAP **

REMOVE VMWARE HOST @ @ pLavs @ Tasks @ wHosts @B ELaeseD &
Q KEY
(-]
PLAY [Remove VHWare Host] ®=*esessessessssssnssassassesassersesssnssnssnssnssasassansennensnnssnsanses 000005
GATHERING FACTS **#t=sssssnsssnassssssnnsnnsnasasannsnne seraaransanarasaasanenns sesamsansan 000001
TASK: [ansiblelicense | install required packages via yum] *®®etcccemccsscsscnsenccnsanseccnncancances (00001
ok: [74.207.226.226]
ok: 226.226)
TASK: [ansiblelicense | update setuptopls] *=+=+ssressessarsassassanssnssnssarsarssnsssrssnssansansen (30001
TASK: [ansiblelicense | update pip] ******* . = 000001
TASK: [ansiblelicense | create unprivileged user for ansiblelicense] ****e*ssssssssssasssssrssssscnses 000001
skipping: [74.207.226.226)
skipping: [74.207.226.226]
TASK: [ansiblelicense | configure ansiblelicense directory permissions] *esetesestsssssssssaciensecscs 000001
TASK: [ansiblelicense | enable maintenance page] **%e=+++sersassassenssnssnssarsaresnsssrssnnransansen (30001
00:00:01

‘. redhat



ANSIBLE TOWER ANSIBLE

0 TOWER  PROJECTS  INVENTORIES ~ TEMPLATES  JOBS @admn & = & O
ACTIVITY STREAM @
ACTIVITY STREAM | ALL ACTIVITY REFRESH All Activity v ACTIVITY STREAM

a A WA UG — AT TAE, WELRErHEE

TIME ~ INITIATED BY % EVENT ACTIONS Tﬁ%ﬁgﬁﬁij@ Tower B/‘J API l@ l‘:l:ll;zﬁ:l‘%
10/3/2016 5:00:52 PM admin created schedule Daily remediation @
10/3/2016 4:51:45 PM admin deleted schedule Hourly scan @
10/3/2016 4:51:13 PM admin created schedule Hourly scan @

Q. redhat
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INTEGRATED NOTIFICATIONS

753 R 5 3 R RV PR R £ 1 B IR R

4k Slack, Hipchat, SMS, email gL

b %5 AT

ANSIBLE

S’ #prodOps Notification
Prod Ops Complete!

NOTIFICATION TEMPLATES

NAME v~ | SEARCH Q
NAME = ACTIONS
Prod Ops Complete AN N U

ITEMS 1-1 OF 1

Q. redhat



ANSIBLE TOWER

@ TOWER PROJECTS INVENTORIES TEMPLATES JOBS

JOB TEMPLATES SCHEDULES / JOB TEMPLATE SCHEDULES.EDIT

DAILY REMEDIATION

* NAME * START DATE (MM/DD/YYYY)
Daily remediation 10/03/2016

* LOCAL TIME ZONE * REPEAT FREQUENCY
America/New_York v Day

FREQUENCY DETAILS

* EVERY *END

1 “ DAYS Never

SCHEDULE DESCRIPTION

every day
OCCURRENCES (Limited to first 10)  DATE FORMAT @ LOCALTIME O UTC

10/03/2016 01:23:45 EDT

il

® admin el

* START TIME (HH24:MM:SS)
01 123

145

SCHEDULE JOBS

FCRFBRAE . AR AR B A AT AR A

ANSIBLE

Q. redhat



ANSIBLE TOWER

MANAGE AND TRACK YOUR INVENTORY

Tower ] inventory syncing £t provisioning
callbacks |, foFF EHERIIRFHRASER E oK,
DL5E B H B4 78

@ TOWER PROJECTS

INVENTORIES TEMPLATES JOBS

INVENTORIES / MANAGE CLOUD STAGING SERVERS / EDIT

CLOUD SERVERS

NOTIFICATIONS

*NAME

Cloud servers

CLOUD CREDENTIAL

Q  Amazon keys

ONLY GROUP BY @

VARIABLES @ @ yamL (OJSON

1

DESCRIPTION

REGIONS @

x US East (Northern Virginia)

UPDATE OPTIONS

¥ Overwrite @

[# Overwrite Variables &
[ Update on Launch @

@ admin &

SOURCE

Amazon EC2

INSTANCE FILTERS @

tag:Name=*staging*

ANSIBLE

]
@
(c

Q. redhat



ANSIBLE TOWER

LAUNCH JOB | DEPLOY SOFTWARE

INVENTORY CREDENTIAL

* ENTER NUMBER OF SERVICE INSTANCES.
2

* PLEASE SELECT THE SERVICE OWNER.

Alice

* ENTER PASSWORD FOR DEPLOYED CERTIFICATE.

SHOW | eeesnaee

INVENTORY CREDENTIAL
Cloud staging servers  Staging ssh key

ANSIBLE

SELF-SERVICE IT
Tower FE/R AT DAFH 5 B Hh BL 52, i AE#AT Playbooks

EPUTR, JERESoE L RTAN T, DULEAT i el
1, Gl IR SR

Q. redhat



ANSIBLE TOWER

REMOTE COMMAND EXECUTION

i%1® Tower ] remote command execution , 7EAF
for A% E AT B AR, filan:

WG P A, A, B ARE B L
ol R A 7 B

@ TOWER

EXECUTE COMMAND

*MODULE @

yum

HOST PATTERN @

host1:host2

@) ENABLE PRIVILEGE ESCALATION @

FORKS @
0

ARGUMENTS @

name=openss| state=latest

*MACHINE CREDENTIAL @

Q. Staging ssh key

*VERBOSITY @

0 (Normal)

ANSIBLE

Q. redhat



ANSIBLE TOWER

Q TOWER PROJECTS INVENTORIES TEMPLATES
ACTIVITY STREAM
ACTIVITY STREAM | ALL ACTIVITY

INITIATED BY SEARCH

TIME « INITIATED BY &

10/3/2016 5:00:52 PM admin

10/3/2016 4:51:45 PM admin

10/3/2016 4:51:13 PM admin

@ admin

JOBS

REFRESH

EVENT

created schedule Daily remediation
deleted schedule Hourly scan

created schedule Hourly scan

ANSIBLE

o =E & o

EXTERNAL LOGGING

a iz Tower AN H AR B B R A%, DAEHEAT BREG
H B4k B B AR 3 — 2B o i

@

a

a

Q. redhat



ANSIBLE TOWER ANSIBLE

e TOWER PROJECTS INVENTORIES TEMPLATES JoBS Admin

JOBS / WORKFLOW 1

WORKFLOW 1 OK @ TOTALJoBS (i ELAPSED (LEES
MULTI-PLAYBOOK WORKFLOWS S SR S S R
Tower {12 Playbook TAEiFE AT LA & 4T B B

Playbook , LA Sr— 4 it TR

4% b1 Playbook $AT 1R, W] BLAT
AN LAE

DELETED

Q. redhat
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(intel ’ “If you do things in complex ways, they become very difficult to maintain, and you

end up paying a lot more for operations later.”

“With Ansible Tower, we just click a button and deploy to production in 5 minutes. It
J CREW used to take us 5 hours with 6 people sitting in a room, making sure we didn't do anything
d wrong (and we usually still had errors). We now deploy to production every other day

instead of every 2 weeks, and nobody has to be up at 4am making sure it was done right.”

“Everyone in this room needs to around Ansible automation. All Starbucks network

changes will be scheduled using Ansible Tower by the end of 2017."

™

3 3 ‘ redhat
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MRIRELH R Ansible
Pre] BLERH Tower:

R ARAEEE Ansible
Y& w] LA HH Ansible get started B4s :

EAREE T L7
PA T EAE S F, webinars, &P R, HEE
[l

AUTOMATION WITH ANSIBLE | AUTOMATION WITH ANSIBLE II:

(DO407) RED HAT ANSIBLE TOWER
(DO409)

ned for system administrators who

tending to use Ansible for automation,
configuration, and m ar
toinstall and configur

learn to manage inventories.

ANSIBLE
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https://www.ansible.com/tower-trial
https://www.ansible.com/get-started
https://www.ansible.com/resources
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