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Need for IPv6 in WiIMAX?

= WIMAX emerging standards are now mandating the usage of
the IPv6 and subsequently there is a potential IPv6
deployments happening today around the world.

= WIMAX support for IPv6 is gaining momentum due to

Improved internet features supported by IPv6 like Mobility
and Security.
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Solution Description

Enabling the Mobile Station (MS) to dynamically acquire the
IPv6 address upon successful authentication from AAA.

DHCPvVG6 client is running in a simulated MS client.

DHCPvV6 Server integrated with AAA server.

DHCPV6 and AAA messages pass through the ASN Gateway
supporting the IPv6.
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Solution Call flow [MS IPv6 Address Attachment] I Mahindra
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Simulated Solution Demo Lab Setup
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Deployment Scenario
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Solution Achievement Mahindra

= Enabling of IPv6 support for ASN Gateway, BS & MS
simulators.

= Our method introduces user authentication and Diffie-
Hellman key exchange to the DHCPv6 option.

= Introduced a stub to handle the AAA IPv6 Authentication
using the AAAVG.

* Integration of DHCPv6 Client with MS.

= |Integration of DHCPv6 Server with AAA.
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Roadmap

Integration of WiMAX-IPv6 for DSTM Networks.

Integration of AAAv6 with WIMAX Network elements

Integration of MobilelPv6 for Mobility Support.

IPv6 Application support on the WiMAX IPv6 Networks.
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£ root@techm:fhomefsrk/MiMA IPv6/Tec hMWiM A ASHGatevway/ASHGI
lassitude - languor; weariness

[root@techm ASHNGWZ 7JUL] # ifconfig wifO.3 =
wifd. 3 Link encap:Ethernet Hiladdr FE:FF:FF:FF:FF:FF

BERCADCAST MTU: 1500 Metric:1

BRY packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:3 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgueuslen:O

RE bytes:0 (0.0 k) TE bytes:290 (Z290.0 k)

[rootlteclhim ASHNGWZ 7JIUL] #
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EAP —Authentication response flow

# root@techm:fhomefstk/WikiaX  IPvéiTec hMWikAXASHGateway/ASHGH
unfrock - strip a priest or minister of church authority

SIZE of string at EBS Auth Relawy: 5 Le>
obJEAP Pawyload.shlength s=ss==s==== 5

In=ide EAF FRecquest after obJEAPParsSer.parserawEAPpaylosd-—————-——————

**% Sire of packet imm after parse**: 0O
EAP TIdentity Recquest receiwved fromwm the Luthenticator

FHEHAEAXXAFAALAXXALAFTAORAELP Payload Length in necwork:3947:2

EAFP Data S3ise in makeraw: 32

Paw String Size: 37

Printing raw data:

2 9 0o 25 1 7k 51 gl 3d 34 7Pd 7P (=3=] 6l 51 7S 75 T3 55 72 40

74 55 63 [=3=] Bd 561 65 (=3=] (=] 64 72 61 Ze 53 5 Y=

FEET XL AT T AT XA AT T A A AA AT AA AN AR TN AL AL AL XA AL A AN A AA T TAAFAA T EAA T AR XA

MEZ3LGE HEADER

e i e e e i e i e e e e e e e i e e i e e e i e e i e e i e i i i

VWersion @ 1 T—-Eit : 0O R—Eit : 1
Function Type 5 DOFID @ O10 Me==sage Type @ 4
Length : 32767 MSTID : 112233 Transaction Id : 1

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O
ool ol o ol o o o ol o O o o ol o ol ol ol ol o o ol ol o ol ol ol ol ol ol o ol ol ol o

MEISAGE FPAYLOAD

FEET XL AT T AT XA AT T A A AA AT AA AN AR TN AL AL AL XA AL A AN A AA T TAAFAA T EAA T AR XA

HNAME :EALP Payload VALUE : Z{am=4}uwimaxuserfdtechmahindra.com
FEET XL AT T AT XA AT T A A AA AT AA AN AR TN AL AL AL XA AL A AN A AA T TAAFAA T EAA T AR XA
Size of Raw stringtd

Sending EAP FResponse to the Authenticator (ASR) @ . 06 @i v i v i v m v mwawew-
PRIMNT #*&%*¥&x%®& O ol o o o o o o ol Sendlng to 2010

EAFP EFEesponsSe =Sent Lo Authenticsator

Waiting for Response from ASH Authenticator

Message Receiwved
Message Receiwed
Inside while of
SIZE of sWAL: ©

from Authenticator
from Authenticator before return
DeCompose_ EAF Regquest ———————————-—

Inside while of DeComwpose_ EAP Fegquest ————————-———-—

SIZE of string at EBS Auth Relawy: 6

obJEAP Pawyload.shlength s=ss==s==== &

Inside EAP Redquest after obJjEAPParser.parseravEAPpayload-———————————
**% Size of packet imm after parse*®*: 1

EAP —-TLS Recuest packet receiwved Lrom LAiS

**% Sire of packet*¥: 1

[EAPTLS)] EReciewved eap-tls =Start packet

In=ide hbuild of next packet In=side build of client hello packet (EAPTLS) Sending

client hello packet

FEHEEEFXAFAALAXXLAFTAORAELP Payload Length in necwork: 15872

EAFP Data 3ize in makeraw: 57

FPaw String Size: 62

Printing raw data: g
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Authentication Successful and Access granted - ' oo
message received from ASN - Mahindra

echm:/homefstkMIMAK  IPv6fTec hMWiMAXASHGateway/ASNGIA

balk - foil
-~

b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol

Size of BFaw stringi:Z

Sending EAP Response to the Aduthenticator (ASR) @ . @6 @ v i v s v s e mwawew-
PRINT TERETEEANN 9 ol o o o o o o ol Sendlng to g|:|1|:|

EAFP Fesponse sent to Authenticator
WMaiting for PResponse from ASH Authenticator
Message Receiwved from Authenticator
Message Receiwved from Authenticator hefore return

Inside while of DeCompose EAP Request ————————————

SIZE of =sWAL: 4

Inside while of DeCompose EAP Request ————————————

SIZE of string at BS Auth Relay: 2

obJjEAP Pawyload.shlength =s=ss=s=s==s=== 4

Inside EAP Regquest after objEAPParser.parseravEAPpayload-——-——————————
#%% Size of packet irmm after parse*®*F: 0

AUTHENTICATICH 3ITZCESIFUL! ! ACCEIS GRAWNTED

wF#EFEEF Completed Authentication Successfully FFFxF&*sw
FEEEFNERIicing Authentication Module *###&+%%

Waiting for Request
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DHCPv6 message flows e ] ] B

echm:/homefstkMiMAX  IPv6/TechMWiMAKXASHGateway/ASHGI
bogus - counterfeit; not authentic

How/11/2008 15:03:32 link local addr is feS0::foff:ffff:feff:f£fff o
How/11/2008 15:03:32 res addr is feS0: :foff:ffff:feff:ffffxvif0.3/28
How/11/2008 15:03:32 found an interface pethl harware fe:ff:ff:ff:ff:£f
Novw/11/2008 15:03:32 create iaid 4294967294 for interface pethi
Now/11/,2008 15:03:32 found an interface ethl harware 00:02:h3:Zs:40:bc
HNow/11/,2008 15:03:32 create iaid 716374525 for interface ethl
Novw/11/2008 15:03:32 dhopwve doesn't support hardware type 776
HNow/11/2008 15:03:32 doesn't support =itd address family O

How/11/2008 15:03:32 found an interface wif0.0 harware fe:ff:ff:ff:ff:£f
How/11/2008 15:03:32 create iaid 4294967294 for interface wif0.0
How/11/2008 15:03:32 found an interface ethl harware 00:16:17:ab:05:19
How/11/2008 15:03:32 create l1aid 2570416396 for interface sthb
Howv/11/2008 15:03:32 found an interface wifl.1l harware fe:ff:ff:ff:ff:ff
HNow/11/,2008 15:03:32 create iaid 24294967294 for interface wifO. 1
HNow/11/,2008 15:03:32 found an interface wethl harware 00:00:00:00:00:00
HNow/11/,2008 15:03:32 create iaid 0 for interface wvethl

Now/11/2008 15:03:32 found an interface wif0.2 harware fe:ff:ff:ff:ff:ff
HNowv/11/2008 15:03:32 create iaid 4294967294 for interface wifl.2
How/11/2008 15:03:32 found an interface wethZ harware 00:00:00:00:00:00
How/11/2008 15:03:32 create iaid 0O for interface wethz

How/11/2008 15:03:32 found an interface wif0.3 harware fe:ff:ff:ff:ff:£f
How/11/2008 15:03:32 create iaid 4294967294 for interface wwif0.3
HNow/11/,2008 15:03:32 found an interface weth3 harware 00:00:00:00:00:00
HNow/11/,2008 15:03:32 create iaid 0 for interface weth3

Now/11/2008 15:03:32 found an interface xenbrl harware fe:ff:ff:ff:ff:ff
HNow/11/,2008 15:03:32 create iaid 242949672594 for interface =xenbrld
Now/11/,2008 15:03:32 found an interface ethl harware 00:02:h3:Zs:40:bc
How/11/2008 15:03:32 create i1aid V16374528 for interface ethl
How/11/2008 15:03:32 found an interface ethl harware 00:16:17:ab:05:19
How/11/2008 15:03:32 create l1aid 2570416396 for interface sthb
How/11/2008 15:03:32 found an interface ethl harware 00:02:b3:2a:40:bo
How/11/2008 15:03:32 create i1aid V16374528 for interface ethl
Now/11/2008 15:03:32 found an interface wif0.0 harware fe:ff:ff:ff:ff:ff
HNow/11/,2008 15:03:32 create iaid 24294967294 for interface wif0.0
Now/11/,2008 15:03:32 found an interface ethl harware 00:16:17:8kh:05:19
HNow/11/,2008 15:03:32 create iaid 25704165396 for interface =thi
Now/11/2005 15:03:32 found an interface wifl.3 harware fe:ff:ff:ff:ff:ff
How/11/2008 15:03:32 create iaid 4294967294 for interface wwif0.3
How/11/2008 15:03:32 found an interface xenbrd harware fe:ff:ff:ff:ff:£f
How/11/2008 15:03:32 create l1aid 4294967294 for interface xenbrld
How/11/2008 15:03:32 found an interface wif0.3 harware fe:ff:ff:ff:ff:£f
How/11/2008 15:03:32 found interface wifO.3 iaid 4294967294

Now/11/,2008 15:03:32 interface wif0.3 iaid i= 4294967294

Novw/11/2008 15:03:32 netlink socket open called

Now/11/2008 15:03:32 netlink rtmsg send called

Novw/11/2008 15:03:32 netlink rtgenmsg recv called v

REATE THE NEXT WAVE!| 1/20/2009 CONFIDENTIAL® Copyright 2009 Tech Mahindra Limited 14




| Tech
Authentication received through AAA Stub i Mahindra

echm:/homefstkMIMAK  IPv6fTec hMWiMAXASHGateway/AAAStub

b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol

HMESSAGE HEADEER
A A A A A A A A A A A A A A A A A A A A A A A A A A AT AT A A S A AR AL LA A AL ESTA SN

Wersion : 1 T-Eit : 0O R—Eit : 1
Function Type 5 DFIL @ O10 Message Type : 4
Length : 30 MSID : 112233 Transaction Id : 1

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol

HESSAGE FPAYLOAD
A A A A A A A A A A A A A A A A A A A A A A A A A A AT AT A A S A AR AL LA A AL ESTA SN

NAME :EAFP Payload WALUE =

o e o e i e e e e e e

obJEAP Payload.shlength =s==s==s==== &

Sending ELAP Message [(Response)] to the LAL Server (Disweter) in CSMN. .. .. ...
PRINT #*#*#**% L #**¥****x*% zmending at 2010

EAFP ERequest/Identity Response sent to ALL Server

FEEXXXFFXTLTNTT Waiting ResponsesRequest from ASHSAALClient TUWEEW WY WET

*x***QEQUEST/ RESPCONSE MEIIAGE RECEIVED FROM ASHN/ARAClient *#%#*%®
SIZE of sWVaAL: 4

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

MESSAGE HEADER

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

Version @ 1 T-Eit : 0O FE-Eit : 1
Function Type :5 OPID : 001 Message Type @ 4
Length : 28 MSID : 112233 Transaction Id : 1

b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol
oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

MESSAGE FPAYLOAD

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

NALME :EAFP Pavload WALUE =

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

obJjEAP Pawyload.shlength =s=ss=s=s==s=== 4

Sending EAP Message [(Reguest/Success/Failure)] to the Mokbile Itation. .......
Length of message in LAUTH: 28

PRINT #*##*#%#% g ##***¥*#*¥*%* gepnding at 9010

EAFP Message [(Request/Success,Failure)] sent to M3

SUCCESS SIUCCESS SUCCESS
AUTHEMNTICATEDR!! EAP Success receiwved from the DILMETER
3TUOE IS WAITIMG FOR ELP REQUEST FROM 2 ASN. ... P
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IPv6 address attached to MS il i Mahindra

= —
=5 ropt@techm: -

promiscuous - mixed indiscriminately; haphazard; irregular; par
[tootltechm ~]# ifconfig wif0.3

wifld. 3 Link encap:Ethernset Hiladdr FE:FF:FF:FF:FF:FF
inetds addr: feS0::foff:ffff:feff:ffff /642 Scope:Link
UF BROADCAST RUNMING MTU:1500 Metric:l
R¥ packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:2 errors:0 dropped:0 overruns: 0 carrier:0
collision=s:0 txgueuslen:O
R¥ bytes:0 (0.0 b} TH bytes:200 (200.0 hb)

[cootltechm ~]#
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IPv6 address attachment application R6
Radioresourcestatusupdate

echm:/homefsrkMaMAK  IPv6/Tec hMWikAXASHGateway ASNGIA

Now/11/2008 15:10:35 interface wifld.3 iaid i= 42949572924
MNow/11/2008 15:10:35 netlink socket open called

Now/11/2008 15:10:35 netlink rtmsg send called

MNow/11/20058 15:10:35 netlink rtgenmsg recwv called

Now/11/2008 15:10:35 netlink rtgenmsy send called

MNow/11/20058 15:10:35 netlink rtgenmsg recwv called

Now/11/2008 15:10:35 if get flags called

Now/11/2008 15:10:35 if get flags called

Now/11/2008 15:10:35 if get flags called

Now/11/2008 15:10:35 if get flags called

MNow/11/2008 15:10:35 if get_flags called

Now/11/20058 15:10:35 if get flags called

Now/11/2008 15:10:35 create an event 0x9ed5710 xid 0O for state O
Hows11/,2008 15:10:35 reset & timer on wifo.3, state=INIT, timweoc=0, retrans=773

beatific - giving bliss; blissful

FEREEEEEEEATAN IN dhopec+++++. .. .wifo. 3

ol o o e o o ol ol i o o o o e ol ol ol e o e o ol ol

ESAipplicationHandler: i:receiveFromi3h

ol o o e o o ol ol i o o o o e ol ol ol e o e o ol ol

Waiting for Reguest

Now,/11/2008 15:10:36 ifp 0x9edl4bs8 ewvent 0x2ed5710 a new XID [(d580e0) is generat
ed

Now/11/2008 15:10:36 =sSet client ID

Now/11/2008 15:10:36 s=t opt_ 5

MNow/11/20058 15:10:36 sSet opt 25

HNow/11/2008 15:10:36 =et IA MA iaidinfo: isid 4294967294 renewtime 0 rehbindtime
a

Now/11/2008 15:10:36 set opt_3

Nowv/11/2008 15:10:36 <<CLI-IJER:3EMND >>dst if wif0.3 addr is ££f02::1:2%wif0.3 sSco
pe id is 11

Now/11/,2008 15:10:36 <«<CLI-ZJER:3EMND ———>*SOLICIT*>>To £f02::1:2%wif0.3

HName: R6_PHY Parameters_ Reg

IName: 6 PHY Parsanseters Rpt

Hame:Rd R6_Spare Capacity Req

HName:F4 R&6 JFpare Capacity Bpt

Iame: R6 MNeighbor ES Resource Status Update

Tlwv MN=ane :RRM ES M3 PHY Ousality InfoTlwv MNas :(Relative DelayTlwv Nams @ Telnporary
ES_ IDT1lv Nauns :HO IDT1v Namme :3erwvice Lewel PredictionTlw MNeame :FPreasmble Index S
ub_Channel IndexTlv Mame :(EBS InfoTlwv Name :Round Trip DelayTlv Meame :DL_FPHY Qual
ity InfoTlwv Nerxne :DL FPHY Jerwvice LewvelTlwv Nere DL R33I meanTlv Naume DL RSSI st
andard devTlw MName :DL_CINE meanTlwv MName DL CINE standard devTlv Wame UL PHY O
uality InfoTlwv MNamwme UL PHY Serwvice LewelTlw MName (UL R3SI meanTlwv Nawe UL R3SST
_standard devTlv HName :U0L_ CINE meanTlw MName UL CINE standard devTlsw Name N _HNei

Tech
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EAP success received from DIAMETER ASN Side | mm,,mm Tech

echm:/home/stkMiMAX  IPv6/TechMWiAKASHGateway/ASHNGIW 2 71U

FEEFEFXLTRETETN [Jaiting for the Reguest/Response from B3I/ ITUB T *twawswxaws

##ww* REQUEST/RESFPONIE MESISAGE RECEIVED FROM THE ES/STUE ## &%
SIZE of sWVaAL: 4

A A A A A A A A A A A A A A A A A A A A A A A A A A AT AT A A S A AR AL LA A AL ESTA SN
MESSAGE HEADER

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

Wersion : 1 T-Eit : 0O R—Eit : 1
Function Type :5 OPID : 001 Message Type @ 4
Length : 28 M3ID : 112233 Transaction Id : 1

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O
b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol

MESSAGE FPAYLOAD
A A A A A A A A A A A A A A A A A A A A A A A A A A AT AT A A S A AR AL LA A AL ESTA SN

NALME :EAFP Pavload WALUE =

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O
obJEAP Payload.shlength ====s===== 4

wﬁﬁﬁﬁﬁEAP CODE = 3??1?1?1?1?

Sending EAP Message [(Regquest/Successs/Failure)] to the Mobile Statiol........
Length of message in LAUTH: 28
PRINT *##**#* g #***4F¥%4% gepnding st 9006

ELFP Message (Request/Success,Failure)] =sent to M3
AUTHEMNTICATEDR!! EAP Success receiwved from the DILMETER
PRINT *#*#*#®#% 17 #*#*&%% jin REM

SPARE CAPACITY REFPORT RECEIVED

SIZE of sWVaL: 4

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

HMESSAGE HEADEER
A A A A A A A A A A A A A A A A A A A A A A A A A A AT AT A A S A AR AL LA A AL ESTA SN

Version @ 1 T-Eit : 0O FE-Eit : 1
Function Type :7 OFID : 001 Message Type @ 4
Length : 55 METID : 112233 Transaction Id : 1

b o e e e e el e e e e e e e e e e i el o e e i ol el e e e ol e e o e ol
oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

HESSAGE FPAYLOAD

oo e o o o o o ol o o o o o o o o o o o o e ol o el ol ol e ol o ol ol O

NAME :RRM Spare Capacity Report Type WALUE @45
NAME :FRM Reporting Characteristics WALUE =1
WNAME :REM BS Info WALUE : MNESTED TLWV
i
SUE TLV=
i a
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Thank You

For any queries about this please contact:
annadata@techmahindra.com
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