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“I will offer the
APPLICATION

SECURITY

perspective”

“I will share the

DEVELOPMENT

perspective”
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A BIG THANK YOU TO THE

3,393

PEOPLE WHO SHARED THEIR VIEWS




OVER THE FOUR YEAR STUDY

11,140

PEOPLE SHARED THEIR VIEWS

2011 2012 2013 2014



Who took the survey?
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Who took the survey?

Q: In what industry is your company?

.......... 11% Banking and finance

23% Technology/ISV

58% oF THE RESPONDENTS

HAVE MORE THAN
4% Insurance 25 DEVELOPERS
16% Consulting/Systems IN THEIR ORGANIZATION
5% Telecommunications
4% Manufactutring over /00 oF THE
5% Media and entertainment RESPONDENTS HAVE
8% Government/Military MORE THAN

24% Other 500 DEVELOPERS



It IS not the
stats that count

(it’'s the action you take)



Open source component use has exploded

13 BILLION

OPEN SOURCE SOFTWARE
COMPONENT REQUESTS

11 MILLION

DEVELOPERS WORLDWIDE
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What did the survey
“Where do OPEN SOURCE

COMPONENTS come from?” AS K?

“Were we prepared for

HEARTBLEED>” “2re POLICIES

keeping us safe?”

“Are your

“Is IP RISK APPLICATIONS

pll
a concern: secure?”

6/18/2014



WHERE DO YOU GO FOR
COMPONENTS?



When they need components, more organizations rely on
the Central Repository

Q: For your organization, please rate the following sources of open source components.

Atlassian JBoss RubyGems.org

NPM CPAN PyPl

- Critical to our development efforts

. We use sometimes, not critical

(Maven) Central Repository

BinTray/jcenter

Source: 2014 Sonatype Open Source Development and Application Security Survey



Local component management provides an opportunity for improved
visibility and control.

Q: Which local component repository manager does your organization use?

49%

Archiva Artifactory Artifactory = Nexus Open Nexus Pro Apache We don't
Open Source Pro Source HTTPD or use any

some other

web server

Source: 2014 Sonatype Open Source Development and Application Security Survey



HOW PREPARED WERE WE FOR
HEARTBLEED?



Heartbleed heightened concerns over open source-related breaches.

Q: Has your organization had a breach that can be attributed to a vulnerability in an open source component
or dependency in the last 12 months?

31%

19%

YES YES
Pre-Heartbleed Post-Heartbleed

twitter¥ #OpenSourceSurvey




PARTICIPANTS NOTED

SUCCESSFUL AND SUSPECTED OPEN SOURCE RELATED BREACHES
IN PAST 12 MONTHS



Yet, 78% have never banned an open source component, library or project.

Q: Has your organization ever banned use of an open source component, library or project?

22% Yes

78% No

twitter¥ #OpenSourceSurvey




The majority of developers don’t track component vulnerability over time.

Even when component versions are updated 4-5 times a year to fix known security, license or quality issues?.

Q: Does someone actively monitor your components for changes in vulnerability data?

377% Yes




ARE OPEN SOURCE POLICIES KEEPING
OUR APPLICATIONS SAFE?



Nearly half of organizations continue to run without an open source policy.

Q: Does your organization have an open source policy?

57%

NO NO NO
2012 2013 2014

Sonatype Open Source Development and Application Security Survey



Of those with policies, fewer are following them...

Q: Do you actually follow your company’s open source policy?

83% 83%

YES
2012 2013 2014

twitter¥ 32% not following policy = No policy. #0penSourceSurvey




Even if they have a policy, 75% don’t have meaningful controls over what
components are in their applications.

Is an “Open Source Policy” more than just a document?

Q: How well does your organization control which components are used in development projects?

O 39% Yes, we have some corporate standards,
but they aren't enforced.

36% There are no standards. Each developer
or team chooses the components that
are best for their project.

25% We're completely locked down.
We can only use approved components.

Source: 2014 Sonatype Open Source Development and Application Security Survey



If you're not enforcing policies, you're not protecting your software.

Q: What are the top challenges with your open source policy? (Top 3)

41% No enforcement, workarounds
are common

39% Doesn't address security vulnerabilities

35% Not clear what's expected of us

twitter¥ #OpenSourceSurvey




IP RISK IS ALSO PART OF THE GAME



The majority are not concerned about license risks.

Yet, licensing data is considered helpful to 67% of respondents when selecting open source components to use.

Q: Are open source licensing risks or liabilities a top concern in your position?

41% Yes

59% No

Ewittery  No license = No right to use. #OpenSourceSurvey




Developers want components that work and don’t add risk

Q: When selecting components, which characteristics would be most helpful to you? (choose four)

88%

Features/
capabilities

Licensing  Compatibility HKnowmn

information security flaws

42%

Popularity Conforms Version age Popularity Version Other
vs. other with among popularity
components internal companies
of its type pelicies like mine

Source: 2014 Sonatype Open Source Development and Application Security Survey



APPLICATIONS ARE THE #1 BREACH
VECTOR FOR HACKERS



Applications are the #1 Breach Vector...

\eron 2014 DATA BREACH

INVESTIGATIONS REPORT

POS Intrusions

Web App Attacks
Insider Misuse
Physical Theft/Loss
Miscellaneous Errors
Crimeware

Card Skimmers

DoS Attacks
Cyber-espionage

Everything else

2013 breaches, n=1,367

e
I

IN APRIL 2014, THE VERIZON DATA BREACH
INVESTIGATIONS REPORT NAMED
APPLICATIONS AS THE #1 BREACH VECTOR,
REPRESENTING ANOTHER SIGNIFICANT, YET
SOMBER MILESTONE IN APPLICATION SECURITY.

WITH COMPONENTS ACCOUNTING FOR 90% OF A
TYPICAL APPLICATION, SECURE APPLICATION
DEVELOPMENT PRACTICES SHOULD BE A TOP
CONCERN FOR THE OPEN SOURCE COMMUNITY.



The majority rely on manual application security analysis.

Application development runs at Agile & DevOps speed. Is security is keeping pace?

Q: At what point in the development process does your organization perform application security analysis?

73%

692

60%

50% 52% 51%

40%

33%

24% 25%

19%

5%

Design/ Prior to ] Throughout
Architecture R opment deployment R ction the process

|:| None . Manual

. Automated

twitterd #OpenSourceSurvey




While applications account for more breaches, 1-in-4
developers don’t receive application security training.

Q: What application security training is available to you?

60%

26%
E-learning Instructor Classroom Secure Dynamic/ Threat None
(self-paced) led (online) (onsite) coding/ static modeling
programming application
reviews

Source: 2014 Sonatype Open Source Development and Application Security Survey



Read the

INDEPENDENT ANALYSIS from
SECUROSIS

securosis.com/blog

QQ Q

Analysis 1 Analysis 2 Analysis 3
June 11 June 18 June 20




WANT ALL THE JUICY SURVEY RESULTS?
VISIT:

www.sonatype.com/2014survey

FINAL RESULTS
2014 Sonatype Open Source Development

The 2014 Complete Results Expert Analysis of Results
(+30 questions and results covered) (Webinar recording and slides)
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