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Governanceis

Now Required
for PGl Gompliance

Research shows that today’s applications are actually “assembled” vs. “written”. In fact,
in a survey of over 3500 developers, they reported that at least 80% of their applica-
tions are comprised of components. Components are like building blocks of code

- often downloaded from public open source repositories - which can be easily and
quickly assembled together to build applications faster. Therefore the security of com-
ponents is considered a key aspect of overall application security.

GComponent 9 —

The Payment Card Industry (PCl) and other prominent specifications are being up-
dated to reflect this reality. OWASP, the Open Web Applications Security Project, was
recently updated to include a requirement that specifies that untrusted components
must be avoided. This relates directly to PCl compliance since the PCl specification
requires OWASP vulnerability management be supported. The specification notes that
as the OWASP specification is updated, current best practices must be used.

Since components are used to build applications, these requirements
require proper governance of open source component usage. The
Version 3.0 Change Highlights expand the specification by requiring
organizations to maintain an inventory of system components as a
way to ensure proper compliance coverage.

Both the existing PCl Version 2.0 and the PCI DSS address information security for all parties. Since
and PA-DSS Version 3.0 Change Highlights address components are used to build applications, these
component usage (please refer to pages 9-14 for requirements require proper governance of open
details). The existing specification requires that source component usage. The Version 3.0 Change
organizations develop and maintain secure systems Highlights expand the specification by requiring
and applications. It also requires that organiza- organizations to maintain an inventory of system
tions implement regular monitoring and testing; components as a way to ensure proper compliance
and specifies that policies are maintained that coverage. The Change Highlights also reiterate the

Tools & Techniques for Addressing Gomponent Vulnerabilities for PCI Compliance



need to update compliance so that it aligns with secure coding
practices stated by OWASP, NIST, and SANS.

Recent changes to OWASP put component compliance directly
into play. OWASP updated their Top 10 list to include A9, which
states that applications should avoid using components with
known vulnerabilities. OWASP requires that components and ver-
sions be tracked, that component vulnerabilities be monitored and
that security policies be used to govern component usage.

Sounds easy right? You can just expand your existing PCl approach
to support components. Or can you? Given the volume of appli-
cations that organizations use to run their business; the fact that
applications are comprised of 80% components; and the volume,
variety, complexity and release cadence of components, organiza-
tions must take an automated component management approach

to feasibly address PCl compliance.

o
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Developers download components
: from the internet

Flawed & vulnerable components make their
way through the development process

Developers don’t have the time or
expertise to research the components :

Vulnerable production applications

put you at risk and cause PCI e
certification issues -------’A

PCI: If You Process Credit Gard
Data, It Probably Applies to You

As explained in the Payment Card
Industry (PCI) Data Security Standard:

The Payment Card Industry (PCI) Data
Security Standard (DSS) was developed
to encourage and enhance cardholder
data security and facilitate the broad
adoption of consistent data security
measures globally. PCI DSS provides a
baseline of technical and operational
requirements designed to protect card-
holder data. PCI DSS applies to all enti-
ties involved in payment card process-
ing - including merchants, processors,
acquirers, issuers, and service providers,
as well as all other entities that store,
process or transmit cardholder data.
PCI DSS comprises a minimum set of
requirements for protecting cardholder
data, and may be enhanced by ad-
ditional controls and practices to further
mitigate risks.

Since many organizations process
payment cards, the PCl standard is ap-
plicable to a wide range of industries
- not just financial services and retail.
The PCI DSS requirements are ap-
plicable if a primary account number
(PAN) is stored, processed, or transmit-
ted. Other cardholder data includes
the cardholder name, expiration date,
and service code.

The standard includes 12 summary
PCI DSS requirements that consist
of many detailed requirements that
span network, storage, vulnerability
management, access control, moni-
toring and testing, and information
security policy. Given the breadth of
the requirements; the complexity of
today’s applications and infrastructure;
and the fact that a cardholder data
environment is comprised of people,
processes, and technology that store,
process or transmit cardholder data;
organizations can’t simply turn to a
single vendor or solution to ensure
compliance. They must implement
a complete program that leverages
policies, processes and technologies to
ensure compliance.

Visit www.pcisecuritystandards.org for
more information.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance
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OWASP New Top 10 List
Includes Secure Component
Requirement

“OWASP is an open community
dedicated to enabling organizations

to conceive, develop, acquire, operate,
and maintain applications that can be
trusted... We advocate approaching
application security as a people, pro-
cess, and technology problem because
the most effective approaches to appli-
cation security include improvements
in all of these areas.”

OWASP has recognized the critical
role that components play in today’s
applications. OWASP updated their
Top 10 list to include A9, which states
that applications should avoid using
components with known vulnerabili-
ties. The standard includes these best
practices:

® |dentify the components and the
versions you are using, including
all dependencies.

®  Monitor the security of these
components in public databases,
project mailing lists, and security
mailing lists, and keep them up-
to-date.

®  Establish security policies govern-
ing component use, such as re-
quiring certain software develop-
ment practices, passing security
tests, and acceptable license.

Please refer to page 6 for additional
information about application
components.

SONATYPE HELPS MEET PCI COMPONENT
REQUIREMENTS

Monika Liikamaa, Director of Card Services for Financial Services
provider, Crosskey, recently stated, “There is no such thing as 98%
compliance. You either are or you aren't”. And there is no such
thing as “point-in-time” compliance. The best way to ensure com-
pliance is to manage the entire software lifecycle by integrating
security and compliance throughout the development process
while providing ongoing trust in the production environment.

Sonatype helps you cost effectively meet PCI
requirements by automating policies that
address the volume, complexity, variety, and
release cadence of open source components.

Sonatype plays an instrumental role in helping organizations ad-
dress PCl compliance by ensuring that components that are used
to construct applications are secure and remain secure over time.
Sonatype helps address PCl requirements in many key ways:

* Sonatype helps ensure that applications are trusted by ana-
lyzing application components, identifying vulnerabilities,
integrating information and providing guidance throughout
the software development lifecycle.

* Sonatype provides a component inventory that helps meet PCl
reporting requirements; helps to identify scope and helps to
limit scope of compliance assessment efforts.

* Sonatype helps organizations keep applications up to date by
providing information about current/best component versions.
Sonatype “one click migration” helps developers upgrade their
applications quickly with minimal effort.

* Sonatype helps organizations address third party compliance
requirements by supporting open source components sourced
from the Central Repository.

* Sonatype helps organizations establish and implement poli-
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cies that are automatically enforced.

e Sonatype helps organizations identify new vulnerabilities and
helps organizations triage and prioritize compliance efforts.

Automated policies enforce action - compliance officers are alerted
& flawed applications can be stopped before they reach production

Your on-premise repository
can help you control what
components are being used

.
.

.

' -

Central Repository I

Sonatype ensures that apps that
make it to production are trusted
-akey requirement of PCI compliance

Guidance helps developers pick the best components &
provides flexibility needed early in the development process

CROSSKEY RELIES ON SONATYPE
FOR PCI GERTIFICATION

Like many financial services organizations, Crosskey processes
payment card transactions so protecting cardholder data is key to
ensuring consumer confidence and trust. Crosskey views PCl as
not only a requirement, but views the certification as a competitive
advantage over other financial institutions.

But compliance is not easy to attain. In fact, in this day of agile,
component-based development - with a heavy reliance on open
source components - compliance has become increasingly dif-
ficult. To complicate compliance efforts, Crosskey deploys new
application functionality frequently, every 6 weeks at a minimum.
Crosskey does this to ensure business agility and to deliver new

“Trust is what we strive
for. Trust is why PCl was
invented. It allows people
to trust our brand and
know their payments are
safe. Crosskey offers trust
to the end user. Sonatype
is a key component to
delivering trust.”

h .- % Crosskey

Monika Liikamaa,

\\‘ Director of Card Solutions
.l Crosskey
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What's a Component Anyway?

In the context of PCI DSS, “system com-
ponents are defined as any network
component, server, or application

that is included in or connected to

the cardholder data environment...
Applications include all purchased and
custom applications, including internal
and external (for example, Internet)
applications.”

In the context of Sonatype, compo-
nents are the run-time binary artifacts
that are used to assemble applications.
These components are the primary
building blocks for the applications,
which are comprised of 80% open
source components.

The PCl system component definition is
broader than the Sonatype component
definition since it includes “any net-
work, server or application component
that is included or connected to the
cardholder data environment.” Compo-
nents that are managed by Sonatype
are instrumental to the applications
that leverage network and server com-
ponents that fall under PCI.

capabilities to their customers. They determined that it was not
feasible to ensure compliance based on the volume of compo-
nents and applications that they use. And if they attempted to do
it manually, they would still lack the ability to prove that they had
performed the appropriate checks.

Sonatype helps Crosskey control and manage the components
that are used in their applications - and since applications are
comprised of 80% components, this goes a long way to ensuring
compliance. Sonatype also ensures that the components sourced
from the Central Repository, the de facto standard for open source
components, are delivered securely, eliminating the possibility
that hackers manipulated them. Crosskey is using Sonatype to
implement security policies that will help manage the application
release process. Crosskey can ensure that only trusted components
are used in applications that are deployed to production, applica-
tions that process credit card information. Crosskey depends on
Sonatype to identify and choose the best and safest components.
“This is a big requirement for us as it helps us gain trust in the mar-
ketplace,” says Likamaa.

For Crosskey, trust is key, says Likamaa. “Trust is what we strive for.
Trust is why PCl was invented. It allows people to trust our brand
and know that their payments are safe. Crosskey offers trust to the
end user. Sonatype is a key component to delivering trust.’

PCI VERSION 2.0 APPLICATION
REQUIREMENTS APPLY TO COMPONENTS

Since components are now the dominant pattern for developing
applications, the existing PCl requirements that relate to applica-
tions apply to the components used to assemble the applications.
This is primarily evident in the specification details that require
organizations to develop and maintain secure systems and ap-
plications. To do this, PCl states that organizations must maintain
a Vulnerability Management Program. The existing specification
also requires that organizations implement regular monitoring
and testing; and specifies that policies be maintained that address
information security for all parties.

Tools & Techniques for Addressing Component Vulnerabilities for PGl Compliance



PCl requires that organizations develop and
maintain secure systems and applications. Since
applications are comprised primarily of
components, using secure components is the
only way to comply with PCI.

For a detailed view of how Sonatype helps you address specific
requirements for the existing PCl Version 2 Specification Details,
please refer to the information on pages 9-14.

PCI VERSION 3.0 INCREASES GCOMPONENT
SCRUTINY

Like any active specification, PCl is updated on a periodic basis.
Responding to industry feedback, the Council moved from a two-
year to a three-year standards development lifecycle in 2010. A
document that defines the anticipated changes for version 3.0 that
will be introduced in November 2013, was published in August,
2013. Stakeholders that will review and discuss draft versions of
PCI DSS and PA-DSS at 2013 Community Meetings will use the Ver-
sion 3.0 Change Highlights document. Organizations can also use
the document to review and understand changes prior to imple-
mentation.

Version 2.0 will remain active until December 31st, 2014. Some of
the sub-requirements for Version 3.0 will be best practices only
until July 1st, 2015, while specifics about implementation dates
will be introduced by the Council accordingly.

While some organizations may delay implementation of the stan-
dard until it becomes a hard requirement, leading organizations
understand that early compliance with the new specification can
be used as a differentiator since consumer confidence and trust is
key to many businesses.

For a detailed view of how Sonatype helps you address specific re-
quirements for the recently announced Version 3.0 requirements,
please refer to the PCl Version 3.0 Change Highlights Specification
Details (pages 13 and 14).

PA-DSS Applies PCI
Requirements to Packaged
Software Vendors

While the PCI DSS standard provides a
baseline of technical and operational
requirements designed to protect
cardholder data that applies wherever
account data is stored, processed or
transmitted “The PA-DSS (Payment Ap-
plication Data Security Standard) ap-
plies to software vendors and others
who develop payment applications
that store, process, or transmit card-
holder data as part of authorization

or settlement, where these payment
applications are sold, distributed, or
licensed to third parties.” The PA-DSS
applies to vendors that provide “off
the shelf” payment applications.

Organizations that leverage PA-com-
pliant applications are not PCI-DSS
compliant unless the application is
implemented into a PCl DSS compli-
ant environment.

Version 3.0 will require or-
ganizations to maintain an
inventory of system com-
ponents to ensure proper
compliance coverage. The
Change Highlight
requires secure coding
practices as stated by
OWASP, NIST, and SANS.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance
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Three Steps to Start the PCI
Component Journey

Step 1Build an inventory: It's difficult
to manage your components and ap-
plications if you don’t know what you
have. It's also a key PCl requirement.
Start by building an inventory of your
critical applications by identifying all
components (including dependencies)
that are used to construct the applica-
tions.

Step 2 Determine your threat expo-
sure: As dictated by the PCl specifica-
tion, prevent common coding vulner-
abilities by identifying components
that have known vulnerabilities noted
in public databases.

Step 3 Prevent vulnerabilities and
remediate flaws: Implement a policy
mechanism that will ensure develop-
ers use the best components from the
start. And ensure that you can quickly
identify, triage and fix newly discovered
vulnerabilities across the application
lifecycle.

PGl & GOMPONENTS: THE NEW BOTTOM LINE

PCl support is key for any organizations that process payment
cards. Consumers must have confidence that their cardholder data
is secure and the best way for organizations to do this is to sup-
port PCl compliance. Given that the PCl specification is updated
every 3 years, organizations that comply during the “best practice”
phase can tout PCl compliance as a competitive advantage. But
compliance is not easy to attain, and compliance in this day of
agile, component-based development that relies on open source
components has become increasingly difficult. Complicating com-
pliance is the volume of application requirements and the speed
at which development organizations have to deliver to support
the business. Sonatype is the only solution capable of helping you
meet your compliance goals while speeding application delivery.

* Sonatype speeds development by integrating guidance di-
rectly into the development lifecycle.

* Sonatype ensures PCl compliance by automating policy en-
forcement throughout the lifecycle.

* Sonatype provides ongoing monitoring, alerts, and rapid
remediation for protection against newly discovered vulner-
abilities.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance



PCI DSS Requirements and Security Assessment Procedures, Version 2.0

PCI Specification Number

High Level Overview

Sampling of Business
Facilities/System
Components

Instructions and Content
for Report on Compliance

PCI Specification Text

Maintain a Vulnerability Management Pro-
gram: 6. Develop and maintain secure systems
and applications.

Regularly Monitor and Test Networks: 11.
Regularly test security systems and processes.

Maintain an Information Security Policy:
Maintain a policy that addresses information
security for all parties.

The first step of a PCI DSS assessment is to ac-
curately determine the scope of the review.

If there are standard, centralized PCI DSS se-
curity and operational processes and controls
in place that ensure consistency and that each
business facility/system component must
follow, the sample can be smaller than if there
are no standard processes/controls in place.
The sample must be large enough to provide
the assessor with reasonable assurance that
all business facilities/system components are
configured per the standard processes.

3. Details about Reviewed Environment: List
of hardware and critical software in use in

the cardholder data environment, along with
description of function/use for each.

3. Details about Reviewed Environment: List of

third-party payment application products and
versions numbers in use.

Sonatype Value Statement

The Sonatype solution provides comprehensive
support for application components that are key
to developing and maintaining secure systems and
applications.

The Sonatype solution leverages application com-
ponent vulnerability meta-data that may have been
generated by monitoring and testing the applica-
tion components.

The Sonatype solution provides the ability to define
policies that address PCl compliance. The policies
provide guidance and enforcement throughout the
entire software lifecycle.

Component Lifecycle Management (CLM) inventory
capabilty helps identify scope of effort as it relates
to component-based applications.

CLM policies that are applied across a large set of
applications can be used as justification to limit the
sample size and reduce the compliance effort.

CLM inventory capability provides list of critical ap-
plication components.

CLM inventory capability and component meta-
data provides information about open source
components sourced from the Central Repository.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance
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PCI DSS Requirements and Security Assessment Procedures, Version 2.0

Requirement 6: Develop
and maintain secure
systems and applications

6. Intro
6.1

6.1 Note

6.2

6.2.b

6.3

6.3.2

All critical systems must have the most recently
released, appropriate software patches to pro-
tect against exploitation and compromise of
cardholder data by malicious individuals and
malicious software.

Note: Appropriate software patches are those
patches that have been evaluated and tested
sufficiently to determine that the patches do
not conflict with existing security configura-
tions. For in-house developed applications,
numerous vulnerabilities can be avoided by
using standard system development processes
and secure coding techniques.

Ensure that all system components and soft-
ware are protected from known vulnerabilities
by having the latest vendor-supplied secu-
rity patches installed. Install critical security
patches within one month of release.

An organization may consider applying a
risk-based approach to prioritize their patch
installations. For example, by prioritizing criti-
cal infrastructure (for example, public-facing
devices and systems, databases) higher than
less-critical internal devices, to ensure high-
priority systems and devices are addressed
within one month, and addressing less critical
devices and systems within three months.

Establish a process to identify and assign a risk
ranking to newly discovered security vulner-
abilities.

Verify that processes to identify new security
vulnerabilities include using outside sources
for security vulnerability information.

Develop software applications (internal and
external, and including web-based adminis-
trative access to applications) in accordance
with PCI DSS (for example, secure authentica-
tion and logging), and based on industry best
practices. Incorporate information security
throughout the software development life
cycle.

(continued)

Sonatype helps ensure that “standard” application
components are used based on security policy.
Guidance provided in the IDE helps ensure that
“secure coding”is leveraged by using components
that were securely coded.

Sonatype helps organizations stay current with the
latest versions or best versions of application com-
ponents. Initially by guiding the developer to select
the best component when developing applications,
making it easy to see all relevant component ver-
sions, and later by identifying and notifying when
new vulnerabilities are discovered.

Sonatype helps organizations prioritize their efforts
based on the degree of policy violation. Informa-
tion is provided in dashboards that summarize the
overall risk, allowing organizations to determine
the impact of a component problem by identifying
where it is being used. Policies can be created that
factor in the criticality of the application - another
mechanism that helps support the policy con-
straints that are violated, and the criticality of the
violation.

The Sonatype policy mechanism allows the security
team to set a threat value based on the severity of
the vulnerability, As described in the standard, this
threat value can be related to the CVSS base score.

Sonatype provides information about the compo-
nents based on public security vulnerability sources
and augments this with additional research. As new
vulnerabilities are discovered, they are identified
and matched to the component inventory for ap-
plications in development or in production.

Sonatype provides the ability to apply security
policies throughout the development lifecycle. This
helps incorporate information secureity throughout
the software development lifecycle.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance
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6.4.1

6.4.5

6.4.5.1

6.5

6.5 Note

6.5.1-6.5.9

6.6

PCI DSS Requirements and Security Assessment Procedures, Version 2.0

Review of custom code prior to release to pro-
duction or customers in order to identify any
potential coding vulnerability.

Separate development/test and production
environments.

Change control procedures for the imple-
mentation of security patches and software
modifications.

Documentation of impact.

Develop applications based on secure coding
guidelines. Prevent common coding vulner-
abilities in software development processes.

The vulnerabilities listed at 6.5.1 through 6.5.9
were current with industry best practices when
this version of PCI DSS was published. How-
ever, as industry best practices for vulnerability
management are updated (for example, the
OWASP Guide, SANS CWE Top 25, CERT Secure
Coding, etc.), the current best practices must
be used for these requirements.

The PCl notes that it is necessary to prevent
common coding vulnerabilities in software
development processes including: Injection
flaws, buffer overrlow, insecure crytographic
storage, insecure communications, improper
error handling, XSS, improper access control,
CSRF.

(continued)

Sonatype ensures that components that are con-
sumed as binary artifacts are protected. Although
Sonatype does not analyze custom source code, it
helps bolster application security since applications
are now comprised of 80% open source compo-
nents.

Nexus helps organizations support multiple
environments based on its support for staging and
promotion. Staging and promotion is strengthened
by security policies that can be applied to this
release process.

Although Sonatype does not provide change con-
trol procedures - Sonatype’s ability to help identify
the correct version helps ensure that new versions
are deployed.

Sonatype can be used to track updates that have
happened, which could be correlated with other
data to determine or help measure impact. This
“audit trail” of activity related to component activity
(vulnerabiliies discovered, vulnerabilities fixed) can
help determine activity and impact.

The Sonatype solution helps support the entirety of
OWASP, NIST and SANS requirements as they relate
to application components. For example, Sonatype
helps mitigate issues for application components
that specificed as OWASP requirements: SQL Injec-
tion, XSS, CSRF, etc”

“"OWASP has recognized the critical role that
components play in today’s applications. OWASP
updated their Top 10 list to include A9, which states
that applications should avoid using components
with known vulnerabilities. The standard includes
these best practices:

- Identify the components and their versions you
are using, including all dependencies.

- Monitor the security of these components in
public databases, project mailing lists, and security
mailing lists, and keep them up-to-date.

- Establish security policies governing component
use, such as requiring certain software develop-
ment practices, passing security tests, and accept-
able license.

Sonatype supports each of these best practices.

Sonatype analysis and identification of vulnerabili-
ties in application components downloaded from
the Central Repository provides protection against
these vulnerabilities.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance

Page 11


https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf

Page 12

PCI DSS Requirements and Security Assessment Procedures, Version 2.0

Requirement 11: Regularly For public-facing web applications, address

test security systems and
processes.

11.3.2

Maintain an Information
Security Policy

12.1
12.1.2

12.5.1

12.5.2

12.5.3

12.9.5

new threats and vulnerabilities on an ongo-
ing basis and ensure these applications are
protected against known attacks

Application-layer penetration tests

Establish, publish, maintain, and disseminate a
security policy

Include an annual process that identifies
threats, and vulnerabilities, and results in a
formal risk assessment.

Establish, document, and distribute security
policies and procedures.

Monitor and analyze security alerts and infor-
mation, and distribute to appropriate person-
nel.

Establish, document, and distribute security
incident response and escalation procedures
to ensure timely and effective handling of all
situations.

Include alerts from intrusion-detection, intru-
sion-prevention, and file-integrity monitoring
systems.

(continued)

Sonatype’s analysis of components fulfills this
requirement for the components that exist in an
application. This analysis establishes known vulner-
abilities that are then matched against the applica-
tion inventory.

Sonatype provides the ability to codify security
policies that are created by the security team. These
policies can be designed to support the PCl require-
ments. The policies are automatically enforced

with stage appropriate guidance throughout the
software lifecycle.

Sonatype provides on-going assessment of risk
that is visualized in CLM dashboards. This can help
support periodic reviews that are required for PCI
compliance.

Sonatype codifies security constraints in the secu-
rity policies.

Sonatype provides proactive alerts for new vulner-
abilities and distributes this information to appro-
priate personnel based on the policy definition.

Itis possible to integrate alerts generated by
Sonatype to feed a system that manages incident
response and escalation.

Vulnerabilities that are discovered using these
technologies for the applciation components in the
Central Repository can result in meta-data that can
result in actions specified by CLM policies.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance


https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf

Intro

Intro

Intro

Intro

Intro

Intro

PCI DSS and PA-DSS - Version 3.0 Change Highlights

The updated standards will help organiza-
tions not by making the requirements more
prescriptive, but by adding more flexibility
and guidance for integrating card security into
their business-as-usual activities.

At the same time, the changes will provide
increased stringency for validating that these
controls have been implemented properly,
with more rigorous and specific testing pro-
cedures that clarify the level of validation the
assessor is expected to perform.

Overall, the changes are designed to give
organizations a strong but flexible security ar-
chitecture with principles that can be applied
to their unique technology, payment, and busi-
ness environments.

Help manage evolving risks & threats.

Security as a shared responsibility.

The PCI DSS and PA-DSS are constructed in

a way that their principles can be applied to
various environments where cardholder data
is processed, stored, or transmitted—such

as e-commerce, mobile acceptance, or cloud
computing.

Maintain an inventory of system components
in scope for PCI DSS.2

Sonatype helps support the “business-as-usual”
activity of designing, developing, deploying and
maintaining applications that run the business.
Sonatype helps organizations integrate security
directly into the development process, which is a
critical aspect of doing PCI correctly.

The increased stringency for validating PCI controls
will put more pressure on organizations to prove
compliance. Given the component-based nature of
today’s applications, the volume, variety, complex-
ity and release cadence of components makes it
difficult if not impossible to manage and validate
PCl requirements manually. Sonatype support for
policy-based automation coupled with the ability
to provide proof will help organizations address
this increased stringency.

The Sonatype solution provides the flexibility
necessary to support different architecture ap-
proaches - organizations can implement support
based on their most critical need - IDE integration,
release management, production monitoring, etc.
Sonatype supports various tools and environments,
which provides another form of flexibility.

Sonatype continuous monitoring helps manage
evolving risks. As new vulnerabilities are discov-
ered, they are identified and related to the compo-
nent inventory of applications that are in produc-
tion or in development. Organizations can then
remediate these new threats.

The Sonatype approach facilitates communication
and collaboration between the security team and
the development and IT Ops organization. This
helps ensure that security is a shared responsibility
vs. placing all of the responsibility on the security
team.

Sonatype helps ensure that the best components
are selected and re-used across multiple applica-
tion development efforts. This helps PCl initiatives
that span multiple application environments (e-
commerce, invoicing, etc.) and also helps applica-
tions regardless of how they are deployed (mobile,
cloud, etc.).

Sonatype provides the ability to create a highly
accurate inventory of application components.
This inventory capability is nearly instantaneous
and is not invasive to the development or runtime
environments. This inventory is key to providing
component management that is based on security,
licensing and usage meta-data.

Tools & Techniques for Addressing Component Vulnerabilities for PCI Compliance
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PCI DSS and PA-DSS - Version 3.0 Change Highlights (continued)

6 Update list of common vulnerabilities in align-
ment with OWASP, NIST, SANS, etc., for inclu-
sion in secure coding practices.

12 Maintain information about which PCI DSS re-
quirements are managed by service providers
and which are managed by the entity.

Service providers to acknowledge responsibil-
ity for maintaining applicable PCI DSS require-
ments.

OWASP has recognized the critical role that compo-
nents play in today’s applications. OWASP updated
their Top 10 list to include A9, which states that
applications should avoid using components with
known vulnerabilities. The standard includes these
best practices:

- Identify the components and their versions you
are using, including all dependencies.

- Monitor the security of these components in
public databases, project mailing lists, and security
mailing lists, and keep them up-to-date.

- Establish security policies governing component
use, such as requiring certain software develop-
ment practices, passing security tests, and accept-
able license.

The Sonatype solution helps support the entirety of
OWASP, NIST and SANS requirements as they relate
to security. For example, Sonatype helps mitigate
issues for components that specificed as OWASP
requirements: SQL Injection, XSS, CSRF, etc.

Sonatype supports the entire software lifecycle and
software supply chain. Organizations that leverage
service providers to provide applications / compo-
nents, can use Sonatype to ensure that what they
deliver meets their policies.
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