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You have McAfee security products in your environment. You have

heard of McAfee Global Threat Intelligence, our cloud-based, real-time

threat intelligence service. Did you know that McAfee Global Threat

Intelligence is already integrated in most McAfee products, is available
at no charge, and is simple to enable? All you have to do is turn it on.

For more information about any product feature, visit the McAfee Enterprise Support

page for product documentation and “how to” videos.

How do | enable McAfee Global Threat Intelligence?

Please select your product:

McAfee VirusScan Enterprise

McAfee SiteAdvisor Enterprise

McAfee Host Intrusion Prevention System
McAfee Firewall Enterprise

McAfee Network Security Platform
McAfee Network Threat Response
McAfee Network Threat Behavior Analysis
McAfee Email Gateway

McAfee Web Gateway

McAfee Email and Web Security Appliance
McAfee SaaS Email Protection

McAfee SaaS Web Protection


http://www.mcafee.com/us/enterprise/support/index.html
http://www.mcafee.com/us/enterprise/support/index.html
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McAfee VirusScan Enterprise (8.5 or later)
McAfee VirusScan® Enterprise is integrated with McAfee Global Threat Intelligence file reputation.
You can enable this service for On-Delivery Email Scan, On Demand Scan, or On Access Scan.

To enable McAfee Global Threat Intelligence file reputation for On-Delivery Email Scan:

1.

In the McAfee ePolicy Orchestrator® (McAfee ePO™) Policy Catalog, select your product and version
and On Delivery Email Scan Policies.

Select the option to edit the policy for Server or Workstation.

Under the Scan Items tab, under Heuristic network check for suspicious files (or, in 8.8, under
McAfee Artemis® heuristic network check for suspicious files), select Sensitivity level.

Save the policy.

VirusScan Enterprise 8.7.0 > On Delivery Email Scan Policies > My Default

Settings for: | Workstation » R

o cisne.| trts | Notes Scanner Setings |_Reports |

€ Default + additional file types
[T Also scan for macros in all files

' specified file types only

Heuristics: ¥ Find unknovn program threats and trojans
¥ Find unknown macro threats
[T Find attachments vith multiple extensions
Compressed files: W Scan inside archives (e.g. .ZIP)
¥ Decode MIME encoded files
Unwanted programs detection: ¥V Detect unwanted programs
Email message body (for Microsoft ¥ Scan email message body
Outlook only):
Heuristic network check for Sensitvity level:

suspicious files:

<
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McAfee VirusScan Enterprise (Continued)
To enable McAfee Global Threat Intelligence file reputation for On-Demand Scan:

1. In the Systems Tree Menu of McAfee ePO, select Client Tasks and New Task.

2. Type a new name and select your product and version, then On Demand Scan task type, click Next.

3. Under the Performance tab, under Heuristic network check for suspicious files (or, in 8.8, under
McAfee Artemis heuristic network check for suspicious files), choose Sensitivity level.

4. To schedule the task to run, click Next.

5. To review and save the task, click Save.

Client Task Builder 1D tion 2 Configuration

What do you want this task to do?

Jssensocations | scan sams |

Specify performance options for the scan.

Performance

When to defer: 7 Defer scan when using battery power.

[~ Defer scan during presentations.

[T User may defer scheduled scans.

How long to defer: Defer at most[L__| hours (0=forever)
System utilization:
Heuristic network check for Sarstvitylavls

suspicious files:
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McAfee VirusScan Enterprise (Continued)
To enable McAfee Global Threat Intelligence file reputation for On-Access Scan:

1. In the McAfee ePO Policy Catalog select your product and version and On Access General Policies.

2. Select the option to edit the policy for Server or Workstation.

3. Under the General tab, under Heuristic network check for suspicious files (or, in 8.8, under McAfee
Artemis heuristic network check for suspicious files), select the Sensitivity level.

4. Save the policy.

VirusScan Enterprise 8.7.0 > On-Access General Policies > My Default

Settings for: | Workstation »

Configure the general policy that applies to all on-access scanning.

Scan: ¥ Boot sectors
¥ Floppy during shutdovm

IT Processes on enable

Enable on-access scanning: ¥ Enable on-access scanning at system startup

¥ Enable on-access scanning when the policy is enforced.

Maximum scan time: Maximum archive scan time (seconds):

¥ Enforce a maximum scanning time for all files

Maximum scan time (seconds): 45|

Cookies ¥ Scan cookie files
Heuristic network check for Sensitvity level:

suspicious files:

» Select another product.
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McAfee SiteAdvisor Enterprise (3.0 or later)
McAfee SiteAdvisor® Enterprise is integrated with McAfee Global Threat Intelligence file reputation,

web reputation, and web categorization.
To enable this service:

1. Launch McAfee ePO and Slick Menu, then Policy, then Policy Catalog.
2. Select Product—McAfee SiteAdvisor Enterprise 3.0 or later.
3. Click Enable or Disable from the policy menu.

SiteAdvisor Enterprise Plus 3.5.0 > Enable/Disable > My Default

When SiteAdvisor Enterprise is disabled, site ratings do not appear, polices are not enforced, and events are not tracked.

SiteAdvisor policy enforcement: Enable

If you deselect this option, SiteAdvisor protection is disabled on all systems to which this policy is applied.

» Select another product.
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McAfee Host Intrusion Prevention System (8.0 or later)
McAfee Host Intrusion Prevention System (IPS) is integrated with McAfee Global Threat Intelligence file
and network connection reputation.

To enable this service:

1. Launch McAfee ePO and go to the Policy Catalog.

2. Select Host Intrusion Prevention System 8.0 or later: Firewall under Product.

3. Select Firewall Options under Categories.

4. Click Edit corresponding to the policy for which you want to enable McAfee Global Threat
Intelligence.

5. Select a value from the drop-down list for Incoming/Outgoing McAfee TrustedSource®
Block Threshold.

Host Intrusion Prevention 8.0 > Firewall Options (Windows) > My Default

Firewall status: [V Enabled

¢ Regular protection

' Adaptive mode (rules are learned automatically)
' Learn mode (rules are learned after user interaction) [T Incoming [T Outgeing
[T Allow traffic for unsupported protocols

[T Allow bridged traffic

Firewall client rules: [V Retain existing client rules when this policy is enforced
Startup protection: [~ Allow only outgoing traffic until the Host IPS service has started
Protection options: [V Enable 1P spoof protection

[T Send events to ePO for TrustedSource violations

Incorning TrustedSource block threshold: EDo not block VI
Outgoing TrustedSource block threshald: | Do not block vl

High Risk
Medium Risk
Unverified

TCP connection timeout (in seconds)

UDP and ICMP echo virtual connection timeout (in seconds)

stateful firewall settings: [V Use FTP protocol inspection

» Select another product.

'@ McAfee



'@ McAfee

White Paper McAfee Global Threat Intelligence: Turn It On

McAfee Firewall Enterprise (7.0 or later)
McAfee Firewall Enterprise is integrated with McAfee Global Threat Intelligence network connection
reputation.

To enable this service:

1. From the Administrative Console, on the resource tree on the left, select a specific Firewall, then
select Policy, then Access Control Rules.

2. Create a new rule by clicking on the green plus sign at the top or select an existing rule from the list.

3. In the Rule Properties screen, select Enable TrustedSource.

4. Adjust network connection reputation level for the rule.

Overview | Interactions

Name: Reputation filter for high risk countries Action: TEE - Bmwse:[<<5electone>> ']
| " -
Applications = |
I Ports: (%) Source Destination - @4 [Q search Q| |
Applications Endpoints. Endpoints “Name Properties =l
e <Any> High risk (Geo-Location)
SSL/MS Click here to specify an endpoint Click here to spedify an endpoint

Click here to spedify an application

Capabilties: Users and Groups.
Click here to speaify a user

mn

Default ports

TCP/80 S5L/443 Zone: internal - Zone: external -
[¥]Enable TrustedSource™
Apply rule to connections that are... _ Medium High Risk
Advanced (¥ -
Enable NAT: <localhost> (Host) v  Redirect: <None> -
£ Aways active [ Preserve source port Redirect port: 0

Authenticator: <None/Passport> - L3

Audit: Standard v  Application Defense: ~ <Default group> -
IPS Signatures:  <None> v Describe your rule here - v
IPS Responses:  <None> - =l | <[ m ] »

Last modified by swadmin on 08/27/10 03:08:50 PM EDT [

» Select another product.
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McAfee Network Security Platform (6.0 or later for file, and 6.0.7 for network connection

reputation)
McAfee Network Security Platform is integrated with McAfee Global Threat Intelligence file and

network connection reputation.

To enable McAfee Global Threat Intelligence file reputation:

1. In the Network Security Manager Resource Tree, select IPS Settings and select the Malware
Detection tab.

2. Set the McAfee Global Threat Intelligence file reputation (Artemis) specific options for the sensor,
including DNS servers, Sensitivity Level, and Response Action.

3. From here, you can also manage options related to the use of custom fingerprints.

4. Click save.

Real-time Threat Analyzer

) £4] My Company.

& Manager
£ @ Davica List
11200 Fialds marked with an asterisk (%) are required.
& M-1250
& ¥) 1pS Settings.
8 B 1-1200
W 1418
& E M-1250 Artamis iz 3 MeAfas tachnology that levarages tha thrast intslligence gatharsd vorldvide by MeAfes Avert Labs b provids protaction from smarging thraats, sven bafors 3 ig ate iz
Y available.
118
W 2428 Note: Atemis queries are performed by the IPS Sensor using standard DNS calls (the fingerprint is embedded in the DNS request). The name servers defined below must therefore have Internet
access, but there is no need for direct Intemet connectivity from the 1PS Sensor to use this feature.
i sa3e
W Artemis
- e
Maximum File Size Scanned: 1048576 Bytes Visw Fils Types
Primary Name Server: 8888
Secondary Name Server: 8.8.44
Sensitivity Level: Very Low v =
Response Action: Alert Only BE
Optionally datect malvars using your own list of fingerprints.
Custom
Number of Custom Fingerprints in Use: © Manage Custom Fingerprints
Maximum File Size Scanned: 1048576 Bytes  Manage File Types
Response Action: Alert Only -
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McAfee Network Security Platform (Continued)

5. Select Enable options.

6. Set the Enable options per sensor and port or port pair.

7. For each port or port pair, choose a direction and detection type.

8. Click Save, then select Configuration Update for the changes to take effect.

© [47 My Company

& Manager
5 & Davice List
& 11200
Usa this page to anable and disable Malvare Dataction.
& w1250
& K ipS settings Note: Malvare Dataction requiras HTTP Responsa Scanning to be enabled, which can have 3 significant impact on performanca.
8 5 1-1200 Tip: To minimize the impact on performance, only enable response scanning as neadad. For example, to protact your intarnal clients. from malicious dovnloads, anable only Outbound response seanning
o (the initial connection request dictates the direction).
& E w1250
W 1a-1e
i 2a28
W 3a-38
W an
e
1A18 Inbound - Artemis Only -
2a28 Outbound - Custom Fingerprints Only -
3a38 Inbound and Outbound ~
an “Disabled - Disabled -
a8 Dissblad - Disablad v
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McAfee Network Security Platform (Continued)
To enable McAfee Global Threat Intelligence network connection reputation:

1. In the Network Security Manager Resource Tree, select IPS Settings and select the Malware
Detection tab.

2. In the Network Security Manager, navigate to My Company/Integration, then Global Threat
Intelligence.

3. Once there, you can choose your participation levels, alert details, and technical information.

7 https:##172.16.229.211 - Primary McAfee Network Security Manager ( 172.16.229.211) - Microsoft Internet Explorer
McAfee’

S

Network Security Manager . 7N

Gonfigure

[E] resource Tree /My Company/Integration > Global Threat Intelligence > Participation
o
e company SRR <policy Orchastrater. | Vulnerabilty Manager | Relavance | Hest Intrusion Pravantion | Hp Natwerk Automation
W 2a-2e |
W a3 |

b l;ﬂ-ou + | alert Data Details S
Wizards
© [#] RAMESH
& & Device List
@ Ramesh-2°
@ Ramesh-3t
(& 2600-F0
& FJ 1ps settings

2 260070 To optimize the use of TrustedSource, only send alert data (and retrieve TrustedSource information) for attacks for which you are most interested in viewing host reputation and
country information.

2 tntagration ‘ + | alert Data Summary © ves
‘ + | General Setup © es

+ | Feature Usage © ves

@ ) Ramesh-2 s
[ Ramesh-3t | Alert Data Details Filter

B Integration [

B [#] child2
& Device List
¥ 1ps setting:

1 1ntegration 1 Technical Contact Information

Only Send Data for the Following Alert Severities: High  [mediom  [Miow  Minformational

Technical contact information is gathered to communicate End of Life and other key milestones.

Send Contact Information? @ve:  One

First Namas [Grnves

Last Name: [Coke

Street Address: 3965 Freedom Circle

Phone Number: (4083465139

Email Address: [sri@meafee. coml

) Error on page. 5 @ internet
—

» Select another product.
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McAfee Network Threat Response (2.1.1 or later)
McAfee Network Threat Response is integrated with McAfee Global Threat Intelligence file and network

connection reputation.

McAfee Network Threat Response integration with McAfee Global Threat Intelligence is on by default,
SO no action is necessary. However, it can be disabled if desired. The only setting an administrator may

need to set to enable the feature is to set a proxy.

1. Select the drop-down menu Administration Proxy, enter the information, and commit the change.
2. McAfee Global Threat Intelligence file reputation (Artemis) will be updated with McAfee Network

Threat Response’s analysis and findings.
3. McAfee Global Threat Intelligence network connection reputation (TrustedSource) will be queried to

provide event context.

Administration |

McAfee Global Threat Intelligence: Turn It On

Enabled

Proxy host: |127.0.0.1

ex: 127.0.0.1

Proxy port:

3128 ex: 3128

For example, an analyst can quickly determine if a malicious file was downloaded from a suspicious

URL before any detailed analysis takes place.

Q) MéAfee

Session Detail

Protocol Source
TCP | —————

Behavior

Shelicode. XORed_URL
Host
update.gamevance.net
URL

Jmjupdent.asp

Source Location

Ontario Canada

Destination

| eee——

URL Category
Spyware/Adware/Keyloggers
Creation Time

2010-07-31 00:26:17.0

Hex Dump =

Network Threat Response

- Repont - Download Bunary.

Destination Location Size Time

2010-07-
1.35KkB 31
22:26:00

Alabama United States

URL Rating
Suspicious

- Downioad Foap

00000000 48 54 54
00000010 Oa 53 &5
00000020 2e 34 0d
00000030 61 63 &8
00000040 72 6f &c
00000050 6e 74 €5
00000060 692 €3 €1
00000070 72 73 €5
00000080 &£ 6= 74

20 32 30 30 20 4f 4b 0d
20 41 70 61 63 68 &5 33
6d €1 3a 20 6e 6f 2d €3
63 68 €5 2d 43 6f Be T4
76 61 74 65 0d Oa 43 6f
70 65 3a 20 61 70 70 éc
78 6d 6c 3b 20 63 &8 €1
41 53 43 492 49 0d 0Oa 43
€5 e €7 74 66 3a 20 31

IHTTP/1.1 200 OKR.| X
| .Sexver: Apache3|
l.4..Pragma: no-cl
lache. .Cache-Cont|
Irol: private..Col
Intent-Type: appll
lication/xml; chal
| z=2et=US-ASCII..C|
lontent-Length: 11|

» Select another product.
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McAfee Network Threat Behavior Analysis (1.0 or later)
McAfee Network Threat Behavior Analysis is integrated with McAfee Global Threat Intelligence network
connection reputation.

To enable this service:

1. In the Network Security Manager, navigate to My Company/Integration, then Global Threat
Intelligence.
2. Once there, you can choose you participation levels, alert details, and technical information.

A https://172.16.229.211 - Primary McAfee Network Security Manager ( 172.16.229.211) - Microsoft Internet Explorer

& manager
B & pevice List
@ Ramesh-1450
& I 1ps settings
B [ Ramesh-1450

Send?

Alert Data Details @ ves O o
B L# wizards

1 Integration
£ [#] RAMESH
£ @ Device List
& Ramesh-2
& Ramesh-3t
S 2600-F0
B KJ1ps settings
@ (5 2600-F0
@ I Ramesh-27
B EJ Ramesh-31 Alert Data Details Filter
B tntegration
B [#] child2
& Device List.
EJ 1ps setting:

Alert Data Summary ® ves O no

General Setup ® ves O no

Feature Usage ® ves O mo

To optimize the use of TrustedSource, only send alert data (and retrieve TrustedSource information) for attacks for which you are most interested in viewing host reputation and
country information.

Only Send Data for the Following Alert Severities: High Medium Low Informational

Technical contact information is gathered to communicate End of Life and other key milestones.

Technical Contact

£ (4] childs
) & Device

Send Contact Information? ®@ves  Ono

First Name: Srinivas

Last Name: Loke

Street Address: 3965 Freedom Cirde

Phone Number: 4083465139

Email Address: sri@meafee. com]

B 4] childa
B Shper
=

» Select another product.
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McAfee Email Gateway (6.7.2 or later)
McAfee Email Gateway is integrated with McAfee Global Threat Intelligence message reputation.

To enable this service:

1. Select Anti-Spam, TrustedSource.:
2. Click Enable TrustedSource and set additional configuration if needed.

Logout Bookmarks ContactUs Help

@ McAfee | Email Gateway (IronMail) Advanced Server 6.7.2

tus | Updates | alert status: A

Dashboard  QueueManager  Compliance JUEESILUM Anti-Virus  Advanced Encryption  IntrusionDefender  Reporting  Administration  System
Thursday, September 16, 2010 ®
FieA0PN TrustedSource®™ - Configure <| 2]
ot |
&
G S e ] Enable Trustedsource' [ Enable Dynamic Quarantine
Anti-5pam Actions
o i Launch TrustedSource®
Clspeioie® Low Risk alow v
Configure
Manage Rulss Significank Risk. Subject Renrite: v £ym
oeptyRuse Confirmed Spam [Drop vl

®

TrustedSource’ suomit Jf Reset |

Anti-Zombie
Anli-Fraud/Anti-Phishing

Connection Control
Threatkesponse Updates

Anti-spam Advanced

To enable McAfee Global Threat Intelligence message reputation in the Spam Profiler:

1. Select Anti-Spam, Spam Profiler, Configure.
2. Click Enable Trusted Source under Spam Features/Dictionaries.

Logout Bookmarks ContactUs Help

@ McAfee ‘ Email Gateway (IronMail) Advanced Server 6.7.2

| updates | Aertstatus:

Dashboard  Queue Manager  Compliance [UMEIRUM Anti-Virus  Advanced Encryption  IntrusionDefender  Reporting  Administration  System

Thursday, September 16,2010
32721 PM

SpamProfiler® - Configure <
Loggedin as adnin [Applence Adin]

T — Add X Header for SpanProfier®

SpamProfier® % Header Name : lesp
Quick Snapshot
B Sparfrofier® Spam Features;Dictionaries Confidence Value(%) Threshold Value Locked Enable.
Configure Sender ID. O 0 &
pligsmEis Reverse DS 10 0 O
Apply Rules
Bayesian Engine - Span 10 al 0
Trustedsoures®
Ant-Zombie Bayesian Engine - Ham 10 O O
Anti-Fraud/Anti-Phishing Domainkeys Identified Mail 0 O
Connaction Contral TtadSarc —— Cogliguodion o O
ThreatResponse Updates Tage Spien Clsatir 0 0
Anti-Spam Advanced
Dynarnic Spam Classifier a O
Malicious Mobile Code 1 1 O O 9

» Select another product.
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McAfee Web Gateway (7.0 or later)

McAfee Web Gateway is integrated with McAfee Global Threat Intelligence file reputation,
web categorization, and web reputation.

To enable McAfee Global Threat Intelligence file reputation:

1. In the policy screen, in the settings tab to the left, drill down on engines, anti-malware, and

gateway anti-malware.

2. Under Advanced Settings, click Enable Artemis Queries.

/2 Mchfee | Web Gateway - mwgy7 - 10.1.1.10 - Windows Internet Explorer i =T ]
GE; w [@ tepi10.1.1.00:4711 onfigurstorfrequest =l [8][%] x| ot [#]-]

Eie:ﬁmFesImIsueip

il W Mcsfee O3

RuleSets | Lists  Settings

i Favorites | 5 @ suggested Stes ~ @) Free Hotmail &) Web Sice Galery ~

@

B

fq v E) v () o v Pagev Sofety~ Tods~ @~

( search | [IJ] save Changes

Ondd...[ .. [ % odete.. [ @] 2 s 4]
R ke Hl e
&7 URL Blocked_import_size i 2 5
7 LR Blodked_fnked e without Avira engine
# URL Blocked_Meta € Mchfee Antimahware only
&” URLBlocked
# URLBlocked _fb Mobile Code Behavior
/7 URLBlocked _import_fb
o, WRLBiocked mport f Classification threshold
7 virus Found @
£ Redirect |
‘f Defauk 1 1 1 I 1 f 1 1
@ Defauk_uncat Proactivity Accuracy
£ Engines
£} Antimalware ] o]
Pl s Antimalware o
- Authentication [V Enable Antivirus prescan
J User Database [V Enable Artemis queries |
Authorized Override
[} Certificate Chain Advanced Settings for McAfee Gateway Antimalware: =
& Default v .
2 Enable heuristic scanning
Coaching ]
=} Email I:Inﬁfi:alim ¥ Enable detection for potentially unwanted programs
§ z;f:t‘:;ng [V Enable mobil code scanning
[=}-Enable Data Trickiing z
7 Dokt Scan the Following Mobile Code Types
5} Enable HTHL Opener [V Windows executables
foies P s
/ openoiv = [V Flash ActionScript
Enable Next Hop Proxy
5 Enable Progress Page [ 3ave 2pplets
" Default [¥ Java applications
- Enable 55L Client Context B Acivex cordrob
J” Default CA W Ceh contre
E-Ensble 55L Scanner ¥ windows libraries
/7 Certificate verfication without edh . o
” Defaul certficate verification 9! Visual Basic sript
7 Enable content inspection IV visual Basic for applications
[=}-Enable Workaround =l =l
c |
| loone [ [ e [@mtemet 7[R - |

13
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McAfee Web Gateway (Continued)
To enable McAfee Global Threat Intelligence web categorization and reputation:

1. Staying in the policy screen and settings tab on the left, drill down to TrustedSource, Default.

2. To the right, select “Do in the cloud rating if local rating yields no result” for web categorization
and “Use default TrustedSource server for in the cloud rating” for web reputation. Geo-location
information is only available through cloud look-ups. To enable, select “Only use in the cloud
rating services.”

/2 Mchfee | Web Gateway - mwgy7 - 10.1.1.10 - Windows Internet Explorer o [=] 4

=|&l[% x| [e e 28

G::v Iﬁhttp:!!ln.l,1.10‘47|l_lkanf\guratuvheque::l

File Edit View Fmss Tools Help

| Login - Splunk 4.1.3(80534) | & Splunk Yideos | Report with

0 17:07 UTC | Serv 1.4.0 (82489) | L

ju o ,
| I X & @ (Q search | [] save Changes
rd hﬂ

‘W)Md\fee' | Web Gateway 7.0 @

T v B) ¢ s v Bsgev Sfetyr Tookv @+ 7

e —

Dashboa
| RueSets | Lists  Settngs |

[ 3¢ vekte.. [ [

& Default Use the extended list to overwrite categories for specific LRLs
£ Enable HTHL Opener >
J° Default

&7 VETA Tags © Add... | & Edit. I
J/” Open DIV
- Enable Next Hop Proxy Rating Settings
=) Enable P P:
& ;ﬁs o [V Search the CGI parameters for rating
= Enable SSL Client Context [V Search for and rate embedded LRLS (checking embedded LRLs can reduce performance)
#° Defaul CaA

[V Do a forward DNS lookup to rate URLS

[V Do a backward DNS lookup for an unrated IP-based URLs
I~ Only use in the cloud rating services

[V Doin the cloud rating if local rating yields no result

[V Use default TrustedSource server for in the cloud rating

£ Enable 55L Scanner
4 Certificate verification without ech
/7 Default certificate verification
./ Enable content inspection

£ Enable Workaround
” Client does not support chunk encoding
¢~ Don't keep connection to client persistent
&7 Handle conflicting ‘Content-Length’ Header

[=)File System Logging
&7 Access Log Configuration
/" Found Viruses Log Port of the TrustedSource server (Format: 1-65535)
J° License Incident Log 443
&7 Log File Manager Incident Log
#” Monitoring Incident Log
& searchTerm.log
/7 Update Incident Log

1CAP Client

[} Persistent Data Storage
&7 Default

() SafeSearchEnforcer
/7 Defaule

() Statistics
&” Default
& Default_import

Time Quota

£ TrustedSource
#
-/ Default_logging

*Volume Quota

1P of the TrustedSource server (Format: domain name OR IPv4 OR IPv4 mapped IPv6. Explicitly no real IPv6 addresses)

™ Force rating attempts to run in synchronous mode:

el

=

o [T @nm i e

» Select another product.
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McAfee Email and Web Security Appliance (5.5 or later)

McAfee Email and Web Security Appliance is integrated with McAfee Global Threat Intelligence file,

web, and message reputation.

To enable McAfee Global Threat Intelligence file reputation:

1. Under Email, Scanning Policies, Select Anti-Virus policy.

Emall Overview ~ Emall Configuration

Emall Policies (SMTP)
Scanning Policies

Select a protocol: (" smrPp

Email Policies

Quarantine =~ Queued Emall

Policy List and Evaluation Order

Order Policy Name

1 Marketing Poli

(5§ Email Is inbound

Default policy

(54 Emall is

outbound

Add Policy...

Anti-Virus

Anti-Virus: Use default
policy

Viruses: Clean or

Spam: Use default poli
Phish: Use default policy
Sender authentication:
Use default polic:

Spam: Mark when score

Replace with an alert
McAfee Anti-Spyware:
Replace with an alert

Packers: Replace with
an alert

>=5
Score >= 10: Drop the
data
Phish: Mark, Drop the
data

Sender

Content

File filtering: Use
default policy

Mall size filtering: Use

Scanner Options

Scanning limits: Use
default policy

Content handling: Use

default policy

Content scanning:
Use default policy

File filtering: 2 custom

default policy

Alert settings: Use
default policy

Notification and routing:

Use default policy

Scanning limits: 500 MB N/A

rules
Default action: Allow
through

Mall size filtering:
Enabled

Content scanning: 1

Enabled
McAfee TrustedSource™:
Enabled

rule

or 8 minutes
Content handling

Alert settings: Use HTML
alerts

Notification and routing
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McAfee Email and Web Security Appliance (Continued)

2. Check the box to enable McAfee Global Threat Intelligence file reputation.
3. Select the Sensitivity level.

W) Default Anti-Virus Settings (SMTP) (]
Enable anti-virus scanning
®Yes ONo

IEEXIIERN viosvee nuspyware |, peciers | custom Maiware Optons |

Specify which files to scan

e Scan all files (O Default file types (O Defined file types

Add

™ Scan archive files (ZIP, ARJ, RAR ...) ™ scan all files for macros

g Find unknown file viruses (] Find all macros and treat as infected

8 Find unknown macro viruses (2 Remove all macros from document files

™ Enable Artemis technology
Sensitivity level | Medium

—] Off :

| Very low
Actions oW

If a virus is detecte LTl
High
@ Attempt to clean Very high
If cleaning succeeds

Original email options m
(O Quarantine

M) Annntate and dallver arininal tn N licte Fdit

~
A
v

( ok ) (cancel ) ( Reset )
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McAfee Email and Web Security Appliance (Continued)
To enable McAfee Global Threat Intelligence message reputation:

1. Under Email, Scanning Policies, click the Sender Authentication in the Spam column.

Emall Overview Emall Configuration Emall Policles Quarantine Configur

Emall Policles (SMTP)

Scanning Policies m

Email

Quarantine  Queued Emall

Select a protocol: | SMTP E

Policy List and Evaluation Order

olicy Name An|

Anti-Virus: Use default
policy

1 Marketing Policy

g Emall is inbound

2 Default policy Viruses: Clean or

Repl with an als

McAfee Anti-Spyware:

outbound Replace with an alert
Packers: Replace with
an alert

{55 Email is

Spam

Spam: Use default poll
Phish: Use default policy
Sender authentication:
Use default policy

Spam: Mark when score
>=5
Score >= 10: Drop the

Content

File filtering: Use
default policy

Scanner Options

Scanning limits: Use
default policy

Mall size filtering: Use

Content handling: Use

default policy default policy
Content scanning: Alert settings: Use
Use default policy default policy

File filtering: 2 custom
rules
Default action: Allow

data

Phish: Mark, Drop the
data

Sender authentication:
Enabled

McAfee TrustedSource™:
Enabled

through

Mall size filtering:
Enabled

Content scanning: 1
rule

Notification and routing:
Use default policy

Scanning limits: 500 MB
or 8 minutes
Content handling

Alert settings: Use HTML
alerts

Notification and routing

N/A
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McAfee Email and Web Security Appliance (Continued)
2. Check the box to enable TrustedSource.

@ Default Sender Authentication Settings (SMTP) [ x|

Enable sender authentication

@® Yes (ONo

TrustedSource

TrustedSource

@ Enable TrustedSource

If the sender falls the check [ Reject, close and deny (Block) 1 10 @

( ok ) (cancel) ( Reset )

'@ McAfee
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McAfee Email and Web Security Appliance (Continued)
To enable McAfee Global Threat Intelligence web reputation:

1. Under Web, Web Policies, select Enhanced URL filtering: SiteAdvisor in the URL Filtering column.

Web Configuration Web Policles

Web Policies (HTTP)

Scanning Policies
Select a protocol: | HTTP B‘

Policy List and Evaluation Order

Order | Policy Name Anti-Virus URL Flltering Move | Delete

Content Scanner Options

1 Default policy Viruses: Replace with an | HTTPS URL filtering: Content scanning: Scanning limits: 500 MB N/A
alert Enabled Disabled or 15 minutes
McAfee Anti-Spyware: Primary URL filtering: Streaming media: Content handling
Replace with an alert Deny: 0, Aliow: 0 Enabled Alert settings: Use HTML
Packers: Detection Enhanced URL filtering: Instant messaqing: alerts
disabled SiteAdvisor: Enabled Allowed HTTP seanning:
Cateqories: (Deny: 14 Reauests,Responses
Allow: 91)
Timed setting:
Add a new timed
setting
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McAfee Email and Web Security Appliance (Continued)
2. Under McAfee SiteAdvisor Web Reputation click the Enable box.

@ Default URL Filtering Settings (HTTP) (%] \
[ Enable URL filtering
@® Yes O No
Tl coesores | cogomesunis | memssnosemsss
SiteAdvisor Web Reputation
@ Enable
Classification Code Action @
? SiteAdvisor - Untested [ Allow Through )
! SiteAdvisor - Use caution A [ Coach Access ﬁ -
| () SiteAdvisor - Tested OK ' [ allow Through ) .
. €3 SiteAdvisor - Warning ' ( Deny Access m -

( ok ) (cancel ) ( Reset )

» Select another product.

'@ McAfee

20



'@ McAfee

McAfee, Inc.

2821 Mission College Boulevard
Santa Clara, CA 95054

888 847 8766
www.mcafee.com

White Paper McAfee Global Threat Intelligence: Turn It On

McAfee SaaS Email Protection
McAfee SaaS Email Protection is integrated with McAfee Global Threat Intelligence message reputation.

This service is enabled by default.
» Select another product.

McAfee SaaS Web Protection
McAfee SaaS Web Protection is integrated with McAfee Global Threat Intelligence web categorization.

To enable this service:

In the administrative console, select the Web Protection tab.

Select the Policies tab.

Select the Content tab.

Check Enable content filtering.

. Under Safe Search Options, you may choose to check Prevent leading search engines from returning.
sexually explicit search results.

. You may further select website allow/deny options by checking the bubbles in the table below.

SAREE R

(@)}

@McAfee‘ ‘ Control Console SeachUsers ] | o

&4 Account Management [.ﬁEmai Protection !Dsmal Archiving °w=b Protection |

‘;jpolwcies BSekup | [I]R:port's PForensits
Policy Definition  Policy Scheduling
executive _save | Cancel | Hep

Policy Sets | Threat [ Content | Trusted Sites | Blocked Sites

phinable content filtering

Safe Search Options
W Prevent leading search engines from returning sexually explicit search results

Mlowal | Denyal |  Expandal | Colapse sl |

Business/Services &) © =
Business Web pages that provide business-related informatio. .. (@] [al
Finance/Banking Web pages that provide financial information or ac... ol Yol
Job Search Web pages related to a job search induding sites ... Il fel
Stock Trading Web pages that allow users to purchase, sell, or t... C «

Drugs O] @) -
Alcohol A web page that has a significant focus on selling... Il «

Drugs Sites in this category provide information on the ... @ 's}
Tobacco \Web pages that sell, promote, or advocate the use ... ol ['e]

Entertainment/Culture © © &
ArtfCulture/Heritage Web pages that contain virtual art galleries, arti... O ol
Entertainment Web pages that provide information about cinema, t... Iol Fol
Humor/Comics \Web pages providing content intended to be comical... « ‘9]

Internet Radio/TV Web pages that provide software or access to cont... le) ol
Media Downloads Web pages that provide audio or video files for do... « fal
Media Sharing \Web pages that allow users to upload, search for, ... @ lel
Recreation/Hobbies Web pages for recreational organizations and fad... 'l ol
Streaming Media Web pages that provide streaming media, or contain... 'el

» Select another product.
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