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Protecting Your Forms Against Spam

This document provides instructions for a few ways to prevent spam data submissions to
your web forms using standard Eloqua® functionality. None of the solutions presented
below are a “silver bullet” since focused and dedicated efforts to crack particular forms
will often be indefensible, but they are easy practices to adopt when publishing your
forms so that you keep spam submissions to a minimum.

Using Hidden Fields to Prevent Spam Submissions

1. Add a new Hidden field to your form (in this example we will give the field the name,
“SPAM Validation”).
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SPAM Validation In Mike MacFarlane Playground Form

General
Display Mame |5PAr.'I Validatien
Data Type |Text ;I

HTML Qutput

HTML Name ISPAP.“.I"aIidﬁtiUn

Field Type | Hidden d|
Extended Data (up to 2000 charz}) [

Display After I Company LI

Default Value I

Errail Field

For email forms, you can preload the field with an email field. "Text”, "Text
Area” and "Hidden” figld types support preloading.

- 5 @ . @
Preload Values from an Email Field I(nune; LI =, Edit = New

Display Map

With a dizplay lookup, you can see descriptive text instead of submitted form
data values when viewing reports. For example, you can create a display
lookup that maps ProductiD to Product Mame and as=ign it to the ProductiD field.

Display Map I("U”E} =l 'gJ\ Edit ,;‘_}? New

m Close | ﬂ Save and Close | H Save |
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Note: If you are hosting this form, then you will also need to add the following HTML to
your form landing page in the appropriate area of the code:

<input type="hidden” name="SpamValidation” value="">

2. Create a Server Validation rule that will check to make sure that a value has not
been submitted into your hidden field - in the event that a value IS submitted into

your hidden field, the system will reject the submission as it will know that it wasn’t
a real person filling in the form.
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i Marketing Campaignz

Note: In the case where your validation rule is not met, there will be a page presented
to the bot/visitor informing them of the error - you will need to define this page as well.

Mike MacFarfane Playground Form

Uze thiz interface o creale Elogua server-zide form field validation rules. Note that any server-side validalion rule created t
form layouts associated with this form then each will be subject fo the validation rules defined below.

Server-Side Validation Rule Details

lz Server-Side Validation Enabled for thiz form?

v Yes | {7 No. Server-Side Validation iz dizabled.

Select an Error Page to Redirect the Visitor =hould their form gsubmig=zion not pass the validation rules below:

[==== select === =1 |F& Ada |5 Eatt
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3. Configure and define your validation rule. You will select the field for which you want
to have a rule (in this case, “SPAM Validation”) and then define the logic of that rule.
You will want a text rule and you will want that rule to essentially state, “don’t let
any submissions come in where the value submitted in the hidden field, “SPAM
Validation” is longer than 1 character.”

Server-Side Validation Rule Details

lz Server-Side Validation Enabled for thiz form?
i* ves {° MNo.Server-Side Validation is dizabled.

Select an Error Page to Redirect the Visitor should their form submizsion not pass the validation rules below:

[==== select === =l 7@ Add T edit

Server-Side Validation Rules

You have yet to define any Server-Side Validation rules.

Create MNew Server-Side Validation Rule: | ==== Select ==== ;I | sy Mew |
Email Addrezs
Firzt Mame

Lazt Name
Company
'SPAM Validation
==== Sgloct ===

ew rie dall on - dall on
Form Field
Field Name SPAN Validation

Form Field Validation

Walidation Type | Text x|

(Continued on next page)
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ew Fle allgation - alidation

Form Field

Figld Mame SPAMN Validation

Form Field Validation

Valdation Type | Text x|

Error Messages On Failure

An Invalid or Empty Value was provided for <span ;I
clazs=cloguasmail-elgUserFormFisldDizplayMName<izpan=. [<span
Server Message clazs=cloguasmail-elgUserFormFisldValueSubmitted</zpan=]

[

|Field Value Submitted x| {7, Insert Custom Field

If you intend to create Client-Side Validation code from this rule please indicate below the error message fo sppear on failure.
To pre-populate the message with the current field name vse the token [Safield%:]. (ie. Form field [Pefield%:] is invalid.)

JavaScript Mez=sage I

Form Field Validation Parameters

Parameter Name Enabled Source Parameter Value
Set to this Default Value IFEmpty [ |Constant »| |

Minimum (Length) Il I Constant ;I I

IMaximum (Length) ¥ | Con=tant ;I |1

4. Save and Close - you’re done!
Using a Question and Answer Field, or CAPTCHA, to Prevent Spam Submissions

Note: CAPTCHA stands for, “Completely Automated Public Turing test to tell Computers
and Humans Apart”

In this solution, you will be creating a new field that will ask the visitor a question that
has only one possible answer (or a few versions of one answer) and then set up validation
to ensure that the value submitted was the one(s) identified as valid. For this example,
we will use the question, “What is 2+2?”

1. Add a new standard field to your form (in this example we will again give it the name,
“SPAM Validation”). Standard text field, same defaults as above.

2. Create a Server Validation rule that compares the data submitted in your Spam
Validation field to a Data Value Set of valid “answer(s)” to the question posed for this
field. Given that the question is, “What is 2+2?”, we will input the valid values of, “4”
and “four” (validation is NOT case-sensitive) as valid answers.
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Server-Side Validation Rulas

“ou have yet to define any Server-Side Validation rules.

Create New Server-Side Validation Rule: | Spam Validation

Form Field

Field Name Spam Validaticn

Form Field Validation

Validation Type Field value in Data Set

Error Messages On Failure

An Invalid or Empty Value was provided for <=span
clazz=eloquaemail-elgUzerFormFieldDizplayName</zpan=. [<zpan
Server Message clazs=eloguaemail=elgUzerFormFieldValueSubmitted</zpan=]

Field Value Submitted % Insert Custom Field

If you intend to create Clisnt-Side Validation cods from this rule plesse indicate below the error message fo appear on failure.
To pre-populate the message with the current field name use the foken [Peffelds]. (ie. Form fisld [Fefield?e] is invalid.}

JavaScript Me=zage

Formn Field Validation Parameters

Parameter Name Enabled Source Parameter Value

Setto this Default Value If Notin Set [ [constant »| | |

Data WValue Set to Werify | city hd | $ Edit

New

Valid Answers to 2+2

OVERWVIEW - Add cne or more values. If you need to add
entered the first 10.

Add Values

Value |4

Value |fuur

-
Togn p T e

Eloqua Corporation © 2009. All Rights Reserved.

Page 5 of 6




Form Field Validation Parameters

Parameter Hame Enabled Source Parameter Value
Set to this Default Value If Notin Set [ ] | Constant v | |
Data Value Set to Verify | Valid Answers to 2:2 |+ | 2 ear 5 new

3. For the visible field name, make sure it reads “What is 2+2?” (and you may want to
add a little text explaining why you’re asking them to answer that question).

Note: Again, if you are hosting this form, then you will also need to do all of the above
in Eloqua® AS WELL AS edit the HTML of the ‘front-end’ form.

You’re done!

If you have any questions or comments, please contact Eloqua® support.
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